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CLOUDFLARE’

e 15+ yearsincyber

e Alphabet soup of SABSA, CISSP,
CISA, CISM, CCSP

e ex Cisco, Microsoft, McAfee

e Live on asmallisland of Madeira

e Worked in Australia, EU and CIS

e Have seen some things -

Big Banks to Fed Gov and

Commonwealth Games



Today’s Spaghetti Network
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Simple Easy Future With Cloudflare
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Your business can be

4 times the return on
Secure \E’ investment (ROI) compared to
on-premises deployments, up
, from 3.2X during the previous
Reliable @ two-year period
Private D

2.5X faster recovery of initial

Automated g@g investments, an increase that is
expected to grow due to the

acceleration of cloud adoption

CLOUDFLARE Source: Nucleus Research


https://www.oracle.com/a/ocom/docs/applications/erp/nucleus-research-cloud-delivers-4point01-times-the-roi-as-on-premises.pdf
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But clouds are not that secure...



Our certifications and memberships
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www.cloudflare.com/trust-hub

é CLOUDFLARE


https://www.cloudflare.com/trust-hub

Cloudflare’s Network

22

CLOUDFLARE’

Compliant by Design
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1ISO 27001:2013

ISO/IEC 27001:2013 is an
industry-wide accepted
information security
certification that focuses on
the implementation of an
Information Security
Management System (ISMS)
and security risk management
processes. Cloudflare has been
ISO 27001 certified since 2019.

ISO 27701:2019

ISO/IEC 27701:2019 is a new
ISO privacy certification,
implementing a comprehensive
Privacy Information
Management System (PIMS)
aligned with various privacy

regulations including the GDPR.

Cloudflare has been ISO 27701
certified as a Pll Processor and
PIl Controller since 2021.

SOC2 Typelll

Cloudflare has undertaken the
AICPA SOC 2 Type Il
certification to attest to
Security, Confidentiality, and
Availability controls in place in
accordance to the AICPA Trust
Service Criteria. Cloudflare's
SOC 2 Type Il report covers
security, confidentiality, and
availability controls to protect
customer data.

BSI Qualification

Cloudflare has been
recognized by the German
government's Federal Office
for Information Security as an
qualified provider of DDoS
mitigation services.



Cloudflare’s Network
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CLOUDFLARE’

Compliant by Design

,1s027018
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1ISO 27018:2019

ISO/IEC 27018:2019 is an
international privacy
certification that extends an
Information Security
Management System (ISMS) to
protect personal data when
being processed in a public
cloud. Cloudflare has been ISO
27018 certified since 2022 and
the certificate is available upon
request.

C5:2020

Cloud Computing Compliance
Criteria Catalogue (C5:2020) is
an auditing standard created
by Germany's Federal Office
for Information Security (BSI).
The C5 standard ensures cloud
service providers adhere to a
baseline of information security
criteria. The C5 report covers
security controls to protect
customer data and is available
upon request.

PCIDSS 3.2

Cloudflare maintains PCI DSS
Level 1 compliance and has

been PCI compliant since 2014.

Cloudflare is audited annually
by a third-party Qualified
Security Assessor QSA.
Cloudflare's Attestation of
Compliance is available upon
request.

And more...

https://www.cloudflare.com

[trust-hub



https://www.cloudflare.com/trust-hub/compliance-resources/
https://www.cloudflare.com/trust-hub/compliance-resources/
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Keeping your data inside EU and private keys on-prem oLoupTinA

Customer Metadata
Boundary

Control over how metadata
about your traffic is handled
and stored.

Payload Inspection
Boundary

Control over where your
traffic is decrypted and
inspected.

Encryption Key
Management

Control over where TLS
encryption private keys are
stored.



Data Localisation CLOUDFLARE'

How Cloudflare's Data Localisation Works

@ Data Center inside ® Data Center outside
region. region
X
{ :

What's Included?

e Payload Inspection Boundary (Regional Services) ensure that only data centers in a preferred region decrypt TLS
and apply HTTP services such as WAF, CDN and Workers

e Customer Metadata Boundary ensures that logs + analytics do not leave the region

e Geo Key Manager + Keyless SSL ensure that private SSL keys are only stored in specific regions



Data Localisation
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CLOUDFLARE’
EU Customer Metadata Boundary
= = =
When enabled, it ensures that all Fdge data cdge data cdge data

customer-identifiable end user metadata
that Cloudflare processes in our role as a
Data Processor remains in the EU.

Any end user traffic log messages
containing customers’ account ID are not
sent outside the EU. They are only sent to
our core data center in Luxembourg.

Logs & Analytics still available as before.

\

B B B w

L/
\@

Luxembourg
core data

center EU
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Data Localisation CLOUDFLARE’

Encryption Key Management

Enable organizations to comply with regulatory and security policy requirements

Geo Key Manager Keyless SSL

Private Key Restriction

Specify the regions below where your private key can be locally held for optimal TLS performance. Any >
regions not listed will use Keyless SSL technology to complete the handshake with the nearest allowed * - &
region. =l m
Distribute to all Cloudflare data centers (optimal performance) . pl N Firewall Key server
Distribute to all Cloudflare data centers (optimal performance) E v
Distribute only to U.S. data centers Client Session server 5
Distribute only to E.U. data centers Close f <
Distribute only to highest security data centers g Origin server
Keep your SSL/TLS private keys within a region (EU Keep your SSL/TLS private keys on your own
or US) when uploading to Cloudflare. servers or HSMs.
Prevent access to decryption keys outside in the No need to upload private keys to Cloudflare.

intended region.

These encryption key management tools are also available to Customers outside the Data Localization Suite offering.
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Roadmap to Zero Trust architecture

Details @ zerotrustroadmap.org

Component Goal Level of Effort
B | . | d h | . h . f Phase 1 ® |Internet traffic  Deploy global DNS filtering
elow we visualize t ere atlons Ip OT seven ® Applications Monitor inbound emails and filter out phishing attempts
major Components to Organ|zat|ona| Secunty ® DLP &logs Identify misconfig and publicly shared data in Saa$ tools
that needs to be considered when it comes to phase2  IPSRTIOO — 1
|mp|ement|ng a ComprehenSIVe architecture ® Users Enforce basic MFA for all applications
. ® Applications Enforce HTTPS and DNSsec
the 28 Steps on the rlght can be re Ordered © Internet traffic  Block or isolate threats behind SSL |
® Applications ZT policy enforcement for publicly addressable apps
® Applications Protect applications from layer 7 attacks
P i N e ’ """""""""""""" S ® Networks Close all inbound ports open to the Internet for app delivery
' AY
1 1
: : Phase 3 @® Applications Inventory all corporate applications |
1
: 1 ® Applications ZT policy enforcement for SaaS applications |
! Internet Traffic i ® Networks Segment user network access | ]|
. : ® Applications ZTNA for critical privately addressable applications
: .. : @® Devices Implement MDM/UEM to control corporate devices |
Applications | i ) o o
: 1 ® DLP &logs Define what data is sensitive and where it exists |
: : Steady ® Users Send out hardware based authentication tokens |
1
: : State ® DLP &logs Stay up to date on known threat actors
1
! Endpoint & Devices Networks ]
! & o . Phase 4 ® Users Enforce hardware token based MFA |
1
1 : ® Applications ZT policy enforcement and network access for all applications 1]
1
1 : ® DLP&logs Establish a SOC for log review, policy updates and mitigation |
: : @® Devices Implement endpoint protection |
: Data Loss Prevention & Logging : ® Devices Inventory all corporate devices, APIs and services
. \ / : ® Networks Use broadband Internet for branch to branch connectivity ]|
" K ® DLP&logs Log and review employee activity on sensitive apps |
i e i o - . ® DLP&logs Stop sensitive data from leaving your applications 1]
© Steady state DevOps approach for policy enforcement of new resources |
é CLOUDFLARE - Cloudflare One © Steady state Implement auto-scaling for on-ramp resources | ]|



http://zerotrustroadmap.org

A common journey to Zero Trust and SASE:
optimize your network at your own pace

STEP 1-3 STEP 4-6 STEP 7-10
Start with ZTNA Modernize Security in One Platform Transform Security in One Network

Phase out VPN Retire VPN for Consolidate Phase out FW Eliminate
for 3rd parties remote access security & private private circuits
clouds circuits

Zero trust for Data visibility Zero trust for Secure Full zero trust
remote work and control office app-to- app security
locations connectivity posture

. Security Policy . Infrastructure Consolidation

é CLOUDFLARE - Secure Your Future 2022



Analyst Validation
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CLOUDFLARE’

Market-leading Zero Trust / SASE platform

Gartner

Honorable mention in the Gartner Magic
Quadrant for Security Service Edge 2022.

Representative vendor in the Gartner Market
Guide for Zero Trust Network Access 2022.

OMDOIIA

Leading provider in the Omdia Market Radar
for Zero Trust Access.

Gartner Magic Quadrant for Security Service Edge, John Watts, Craig Lawson, Charlie Winckless, Aaron McQuaid, 15 Feb 2022

Gartner Market Guide for Zero Trust Network Access, Steve Riley, Neil MacDonald, Lawrence Orans, 17 Feb 2022

Forrester New Wave Zero Trust Network Access Q3 2021, David Holmes, Joseph Blankenship, Caroline Provost, Peggy Dostie, 24 Aug 2021
KuppingerCole Leadership Compass for Zero Trust Network Access, Alexei Balaganski, 2 Aug 2022

OMDIA Market Radar for Zero Trust Access, Rik Turner, 17 March 2020
Enterprise Management Associates (EMA) Research Report, January 2021

FORRESTER

Contender in the Forrester New Wave Zero
Trust Network Access Q3 2021.

“YEmMA

Representative vendor in the EMA Availability &

Buying Options in the Emerging SASE Market.

sKuppingercoie

ANALYSTS

Leader in the KuppingerCole Leadership
Compass for Zero Trust Network Access 2022.

Gartner

peerinsignts.

Read Cloudflare One reviews in
Security Service Edge from
enterprise peers—verified by Gartner

Gartner Peer Insights content consists of the opinions of individual end users based on their own experiences with the vendors listed on the
platform, should not be construed as statements of fact, nor do they represent the views of Gartner or its affiliates. Gartner does not endorse any
vendor, product or service depicted in this content nor makes any warranties, expressed or implied, with respect to this content, about its accuracy
or completeness, including any warranties of merchantability or fitness for a particular purpose. The GARTNER PEER INSIGHTS Logo and GARTNER

PEER INSIGHTS are trademarks and service marks of Gartner, Inc. and/or its affiliates and is used herein with permission. All rights reserved.


https://www.gartner.com/reviews/market/security-service-edge

Analyst Validation
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CLOUDFLARE’

Cloudflare is a Leaderin ZTNA

2022 KuppingerCole Leader

Cloudflare strengths

e Fully integrated organically developed
security and access management
platform

e Largest global cloud infrastructure
with low-latency reach for 99% of the
world population

o Integrates with all major identity
providers and endpoint detection and
response vendors

e Transparent clientless user experience

e Massive market presence and global
brand recognition

KuppingerCole Leadership Compass for Zero Trust Network Access, Alexei Balaganski, 2 Aug 2022

ship Compass
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Cloudflare is an international company specializing in accelerating and protecting internet applications through
an intelligent global security cloud without adding hardware or installing software. Cloudflare Access, part of the
company's Cloudflare One platform for Zero Trust and SASE, connects any user to any application or network with

fine-grained clientless or client-based access.



Saving time and €€€ with Zero Trust

3

1. Reduce 2. Reduce ~ Accelerate 4. Reduce 5. Reduce
attack surface breach costs onboarding IT tickets latency
91%! 35%! 60%] 80%. 39% .

» = Your network, devices & data

$6M-
Before Cloudflare After Cloudflare
$5M | Before > Dleas
v v v \ A 4 A 10h p er wk Cloudflare S
vV v v b4 $am - \ After: Af
2hrs per wk ter «
sasssaiess $3mr , s pe clounmer | 15seconds
S T $2Mb $504M [ $328@0| = 2,  — ]/ 88X — / 8hrssave
S eisie cinsine e f 800
ceccecccns ces $ml 0.0s 0.5s 10s 15s 20s 2.5s
ceccsccces cee
0
xposed surface solated surface

Licensed per users!
Not devices, bwidth, apps, geos, offices or boxes

é LLLLLLLLLLL Cloudflare One
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CLOUDFLARE

Threat Intelligence

Comprehensive coverage against Internet-borne threats

Intelligence based
oh our ecosystem

Threat aggregation across our partners

<500ms
updates

CORE Intelligence [oased _
on our machine learning

Threat hunting using our network data

Telemetry from

1T+ DNS requests resolved
per day with no sampling

4.2M+ customers
and 285+ locations

N\
N

777
8777

Premium third-party feeds

®

OSINT and shared feeds

- V//a
/A
Millions of 11,500+ <500ms {fy @
Internet network updates ) ;
properties interconnects Communlty—pI‘OVIded feedback
Security risk categories to block, isolate or logpush to SIEM per policy rule
Malware Newly seen domains DGA domains Spyware
Phishing New domains DNS tunneling Spam
Cryptomining Unreachable domains C2 & botnet Anonymizer
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GLOBALLY DISTRIBUTED, CLOUD-NATIVE NETWORK CLOUDFLARE'

Cloudflare is the only composable, Internet-native platform that delivers
local capabilities with global scale and with...

P2

“oyl eT

Security (¥
Privacy
Performance
Resilience

Agility

285+ 30 | 11,500+ 192 Tbps

cities in 100+ countries, Data centers in China networks directly connect to of network edge capacity
including mainland China Cloudflare, including ISPs, and growing
cloud providers & large enterprises
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One network - everywhere

Cloudflare On-ramps

Cloudflare — @ Cloudflare Services
Network —]
. One Control Plane One Management Interface
Clientless (Browser) For Edge Services
Device Client (WARP) -
B rrhsted Zero Trust Cloud Access Secure Web Firewall as a WANas a
ISk © Network Access Security Broker Gateway Service Service
- Connectivity
Cloudflared Tunnels — —

— v Identity Proxy v Device Posture v VPN Routing v Load Balancing
S— 1

SD-WAN or

v Browser Isolation v DLP

v Email Security v DNS Filtering
1

Direct Connection

v DDoS Protection v Analytics


https://blog.cloudflare.com/magic-wan-connector/

Remote Browser Isolation 28

CLOUDFLARE’

Isolating inbound and outbound
é CLOUDFLARE’

code Chromium containers w plugins

safely executed

Disable...

@ Known & 0-day exploits Safe sandbox for
Keyboard input email links and dodgy websites

i File download/upload
|E| Copy/paste and print

headless
browser

interactions

¢ E| controlled
— Zero Trust
— ———2 drawcommands Untrusted code  fm Same or better speed
—_— %
® | — ==
e | = | s L Compatibility w/all browsers
User browser | Any website, link, or app
. g |

Limit data exfiltration




CASB through APl and web proxy

Google Workspace

— B Microsoft 365

Connect SaaS apps
to Cloudflare

a-slack  GitHub

&> box

T Jira
X Confluence




Email is here to stay and the biggest risk y

CLOUDFLARE’

#1 way organizations
communicate

70%

of organizations use cloud
email solutions today. (Gartner). - - - _________

#1 threat attack
vector

/ 91%

of all cyber attacks begin with
a phishing email. (Deloitte)



Verizon Databreach investigations report ‘22 8-

CLOUDFLARE’

Sacial Engineearing




Advanced email security 28

CLOUDFLARE’

> @,

PREEMPTIVE

Early Discovery
Campaign Hunting
Actor Infrastructure
Monitoring

CONTINUOUS

Pre-Delivery
At-Delivery
Post-Delivery

COMPREHENSIVE

Multi-Variety Attacks
Multi-Channel Attacks
Multi-Vector Attacks

AREA 1

SECURITY

?

o N
o” 1 o
ACCOUNTABLE CONTEXTUAL
S.LAs Natural Language
Prwacy Understanding
Biz Model

Sentiment Analysis
Intent, Tone & Relationships



We have the only preemptive solution 22

CLOUDFLARE’

O @ ............. ACTIVE

e Massive-scale Phish Indexing, 8+ Billion pages SENSORS™

e Actor & campaign infrastructure hunting

PRE-ATTACK

e New Domains, Proximity Domains, Brand Domains IDENTIFICATION
e User Impersonation, Browser Emulation I I I I I | | ‘ | ‘ ‘ ‘

¢ In-the-wild Sandboxing

DAMAGE

Planning ~24 Days ~200+ Days Median
& Recon pre-launch Time to discovery

f

Delivery




Terraform, APl and IdP melts DevOps’ hearts

22

CLOUDFLARE’

Traditional Approach

With Cloudflare

6 Products 6 Managers 6 Clients

DZINA ——— D ——— @
& VPN

Problem #1:

Multiple point products require
multiple policy managers, and
multiple client deployments

Solution:

One seamless platform uses
one policy manager, and
one client deployment

1 Platform 1 Manager 1 Client
= Zero =®
- DO—®
Trust
~g
% &

= & A~ — =F
e H— R
IdP #1 — IdP #2 Ay 6:5'

Problem #2:

Integrate only one identity provider
(IdP) repeatedly and inconsistently

Solution:
Integrate many IdPs and tenants
of the same IdP just once

A FedRAMP
(

ldP #1 @ > Zero &« '¥ tenant

= Trust .y
WP#2 Q — “— @ Ssocial IdP

2
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Give Zero Trust a try
Free up to 50 users

https://dash.cloudflare.com/sign-up/teams



Security modernization

Centralized pass-thru Proxy-based
network perimeter security Zero Trust security

Phase 1 Phase 2 Phase 3

Augment VPN use cases . Eliminate VPN clients and . Consolidate point products

. Direct access to multi-cloud/SaaS eventually infrastructure . Consistent access for office and
« Remote access for unmanaged . Add Internet threat and data remote workers
users & devices protection in-line . Add data at rest protection

« Accelerate M&A and IT integration

N2 N2 N2

@ Onboard faster and save time | Gain visibility and consistency | Fewer disruptions and incidents
Reduce attack surface and breach cost | Reduce IT operating costs and complexity
Outcomes Consistent security and user experience globally

é CLOUDFLARE -« Secure Your Future 2022



Network transformation

Expensive, rigid networks
via proprietary circuits
and appliances

Network as-a-service
with built-in security

Phase 1 Phase 2 Phase 3

@)

o « Augment MPLS networks with Naa$S - Migrate security policies to

. Scale network capacity and sites on Internet-native firewall-as-a-service
demand « Replace MPLS sites with NaaS as

contracts expire

N2 N2 N2

@ Predictable network performance and consistent security globally | Increased business agility — scale on-demand
Reduce IT operating costs and complexity — no appliances to manage

. Decommission legacy firewall
appliances as they age out
. Consolidate network and security

Use cases _
policy management

Outcomes

é CLOUDFLARE - Secure Your Future 2022






Share of all attacks

Network-Layer DDoS Attacks - Distribution by top attack vectors

60%

CLOUDFLARE
50%
40%
30%
20.7%
20%
10% 7.9%
. _— 3W 18%  18%
8% 8%  08%  06% 59
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Attack vector



Percent of Respondents

Ransom DDoS Attacks & Threats by Month

iy

CLOUDFLARE

25% 24%
23%

20% 19% 19%

16% 16%
15%
13% 13%
12% 12%
10% 9%
8%
6% 6%
5%
%

0%

Jul 2021 Sep 2021 Nov 2021 Jan 2022 Mar 2022 May 2022 Jul 2022 Sep 2022

Quarter



Duration

Network-Layer DDoS Attacks - QoQ change in duration

Over 3 hours

1- 3 hours

40 - 60 minutes

20 - 40 minutes

10 - 20 minutes

Under 10 minutes

A

CLOUDFLARE

- 3.2%

-20% -10% 0% 10%

Percentage change



Dropped Bit Rates by Mitigation System é
“)CLOUDFLARE

280Tb/s
2.60Tb/s
240 Tb/s
220Tb/s
200 T/s
180 Tb/s
1.60 To/s
1.40 To/s

1.20Tb/s

2.5 Tbps DDoS
by Mirai botnet
oo on Wynncraft (Minecraft)

400.00 Gb/s
200.00 Gb/s
0.00b/s
07:52:35 07:52:40 07:52:45 07:52:50 07:52:55 07:53:00 07:53.05 07:53:10 07:53.15 07:53:20 07:53:25 07:53:30 07:53:35 07:53:40 07:53:45 07:53:50 07:53:55 07:54:.00 07:54.05 07:54:10
Mean Last* Max
w—|4drop 1.84Tb/s 207.57 Gb/s 2.52Tb/s

== iptables 286.04Gb/s 972.80 Mb/s 843.30 Gb/s



Seen This Before? o8-

CLOUDFLARE

One more step

Please complete the security check to access www.jamesaskham.us

| I'mnotarobot e

reCAPTCHA

yyyyyyyyyyyyy

Checking your browser before accessing cloudflare.com.

This process is automatic. Your browser will redirect to your requested content shortly.

Please allow up to 5 seconds...

DDoS protection by Cloudflare
Ray ID: 418704044bc4818a

Why do | have to complete a What can | do to prevent this in
CAPTCHA? the future?



Managed Challenge to replace CAPTCHAS .....5

Managed Challenge

® ©® ©® Challenge Page

(91% visitors)

Fast-Path:
(~80% visitors)

No visual puzzle or
interaction required

—_

/ eee CAPTCHA
,/ Non-Interactive Challenges: > N\ S |
Visitor K Fast, no interaction required E—
\ > s
‘\\

— o

4 |\

Telemetry | \

Website

Slow-Path:

visual puzzle or
interaction required

é - Signal Evaluation

Cloudflare
Challenge Platform

CONFIDENTIAL 42



How exactly do we integrate? 28

CLOUDFLARE’

23.56.42.0/22
tep/*, udp/*

N4

N4

s r—

tcp/22, udp/25565

Vv

Origin Server
@ 74.82.165.34

I I
] ]
I |
el L3 Protection
'3 Origin Network
I o |
& 23.56.42.0/22
1 (D 1
o
I a
=
I I X
104.16.46.174 e \ EEE:
tcp/80, tcp/443 ! | 7
b ! HTTP(S)
: -% : Content Delivery @
I 'E' I
o | ' ...... 'I
[ (=) (R | Rl
8
[a)
I |
I I
1 |
I I

172.65.87.32

Spectrum



Connect to
192.0.2.0

How do | get to
example.com?

Cloudflare
Edge DC

192.0.2.0

— @

Resolver

Firewall - block direct user access
Allow src <cloudflare ranges>
Block src any dst 2.2.2.2

Connect to ,
destination Example.com
server
2.2.2.2
How do | get to ITIT
example com / —
192 0.2.0
Cloudflare

DNS Server



Network with built-in DDoS Protection 28

CLOUDFLARE

D

g

S Attack

BGP
Announcement

7

>
7

Anycast GRE & IPsec Tunnel

DDoS Protection

Ingress
(incl. WAF, CDN, Smart Routing, etc.)\ Cloudflare Network |

Interconnect (CNI)

Cloudflare Global Anycast Network

275+ cities, 100+ countries
155 Thps network capacity Customer Network
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CLOUDFLARE’

e
715

Magic Transit

Network-layer DDoS Protection
as-a-service

DDoS protection for entire IP subnets across
on-premise, cloud-hosted, and hybrid
networks. The Cloudflare network advertises
your IP address space via BGP to accept,
process and accelerate traffic destined for
your network

Magic WAN

WAN-as-a-service

Replace legacy WAN architectures such as
MPLS. Securely connect any traffic source -
data centers, offices, devices, cloud
properties - to Cloudflare’s network and
configure routing policies to get the bits
where they need to go

Magic Firewall

Network Firewall-as-a-service

Enforce centrally-managed firewall policies
at the edge, across traffic to/from any entity
within your network. Integrates seamlessly
with Magic Transit and Magic WAN

46
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Gentleman Package aka CORE rog

~

e
O O
Singlelocated app1 _ > @ O 0

d

/ \ /’ Load balancer
7 VDI fay

5 57 oDl A
L~ Azure
O o % @ = o <N _ Single located app 2 k cspi /
Firewall
\

Q HTTP(S) Web DDoS Bot Acceleration Load N \\
Application  protection Management balancer \ /
CLOUDFLARAE' AN O O
\ / \ \
\ - N
VT O] |0

AYAN

@@ \\ Load balancer
\ VDI farm
Configrration InteIIigerlu:e VLsibiIity : \ aWS
t t
rules at scale and contro \ k\_/v CSP 2 m /
\
\ \ On-premise location /
N
N A
-

i

~
Single located app 3



Application Security

2L

CLOUDFLARE’

Deflect application
DDoS Attacks

Prevent API attacks and

Block application attacks

=

Web Application
Firewall

V)

Advanced DDoS
Protection

Cloudflare
Application
Security

API Shield

data exfiltration

(&

SSL/TLS
encryption

Protect data in transit in case of
interception

=

Bot
Management

Page Shield

Keep bots at bay

Stop script attacks in
end-user browsers

49



Protect your APIs crounie

—O Discover & Analytics

O Rate Limiting

—(O Authenticate - mTLS / HMAC / Token

O Define normal w schema

O Deny abnormal calls
and legacy versions



Argo Smart Routing
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CLOUDFLARE’

Faster and more reliable Internet

Persistent Connections

Minimize latency imposed
by TCP connection setup

Congestion Avoidance

Routing decisions using
real-time network conditions

Unreliable Resource

/\‘ __...-="connection
Congested

network path

[network speed & scale]

39%

faster web app performance’
using intelligence from
36M+ HTTP requests/s

[cost-efficient innovation]

17 %
shorter RTT for TCP traffic’

using intelligence from
39K+ new connections/s

[1] on average



Workers - Serverless workloads rog

Closer to users without egress fees

S
I

Generation One
No metal box;
Virtual machines

Hours to deploy
OS, runtime, libraries
and application

¢

User code  Process overhead

HG HC HC

HG mG H@

HC mG HC
Generation Two

No virtual machine;
Containers/Kubernetes

Minutes to deploy
Runtime, all libraries,
and applications

olofololofolololo
olofololofoofofo
olofololofoofofo
olofololofoofofo
olofololofoofofo
olofololofo[olo]o
olofololofo[o]
olofolololo]
olofololo]o]

Generation Three
No containers;
Serverless V8 isolates

Seconds to deploy
Uncommon libraries
and applications

o8-

5.4x

Faster product dev time
than older generations

10x

More cost-efficient than
similar serverless platforms

Oms

Cold starts (no container
runtime) for auto-scaling

<500ms

Global policy change
and threat intel updates



What else? 28

CLOUDFLARE’

CACHE - downsize servers and uplink up to 3X
ZARAZ - improve SEO and latency

BOTS - serve only humans and trick competitors
R2 - replace S3 quickly when sick of egress fees
STORAGE - KV pairs or D2 database

STREAM - we host video on-demand and LIVE
IMAGES - launch another “Instagram” in days
WAITING ROOM - ready for any seasonal spikes



CLOUDFLARE

Secure Secure
Hybrid Hybrid/
Workforce ‘sumnmmmy Multi-Cloud

Secure Distribute = Accelerate 4 Connect
INZANZN%
INZNZN
ZANZAN
NN

APPLICATIONS

é CLOUDFLARE



Thanks

7
Q.
®
O
L

m@cloudflare.com



IP Firewall, WAF & Rate Limiting

Captcha Challenge

IP Firewall CAPTCHA same presentation as IP Reputation, WAF
and Country challenge pages.

Ensures visitor is not a bot.

First CAPTCHA presents picture challenge.

Page is logged as a 403 in Status Codes.

Counts as ‘Cached Bandwidth’ and a ‘Cached Request’

Can generate a CAPTCHA with ‘cf-setopt-chl’ header value of ’1’.

One more step

28

CLOUDFLARE

Please complete the security check to access www.jamesaskham.us

[ I'm not a robot

nnnnnnnn

Why do | have to complete a
CAPTCHA?

What can | do to prevent this in
the future?



IP Firewall, WAF & Rate Limiting é’

CLOUDFLARE

JavaScript Challenge

e Same in presentation as the I'm Under Attack Mode (IUAM).
(X Y]

Prevents bots from accessing a webpage.
° 9 pag Checking your browser before accessing cloudflare.com.

° Validates real browser user without human interaction This process is automatic. Your browser will redirect to your requested content shortly.
Please allow up to 5 seconds...

e Counts as a 503 response, cached bandwidth, cached request DDos protection by Cloudflare
' . Ray ID: 418704044bc4818a
Browser Challenged in Analytics.

e Also referred to as an Interstitial Page
e Rate Limiting product is becoming a more popular alternative but requires more configuration.

e Can be forced with ‘cf-setopt-chljs’ header with a value of ‘1°.



Why Zero Trust at all?

28

CLOUDFLARE’

Problem

Band-aids

Cloudflare One

Teams lack visibility into how
users access their data

Every user of a SaaS application
becomes a vector for data loss

Applications that are
Internet-facing can leak data

Every server and device can
potentially leak sensitive data

Backhaul all traffic through
centralized hardware

Build different rules in each

— app or deal with apps that

lack controls

Point solutions that require
constant configuration

Backhaul all traffic through
centralized hardware

Log and audit every request
and connection close to the
user on Cloudflare’s network

Apply granular RBAC control
for any application in one place

Scan all responses leaving your
apps without slowing down*

Scan all traffic close to the
user or server and control rules
in a single location*

* Launching soon
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On-ramp CLOUDFLARE’

Anycast Routing for L3/L4/L7 Traffic

Connect via GRE or IPsec
e The tunnelis bound to an IP address,
not a specific device or data center
location
I e GRE provides easy connectivity from

m any network device

- e |PSec provides privacy and easy
Y @ 7 ~—® integration with public cloud VPCs
[ \' A o " ~ - ' Customer “

/ “ Vi 40 ’ y Edge Router - . .

<« : w—/ Set it & forget it

Cloudflare Global Network Cloudflare Anycast GRE e Health checks from all Cloudflare data
orlpsec Customer Network centers used to route traffic over
healthy tunnels
e ECMP-based load balancing (set
weights & priorities for tunnels)

)

3
-




CLOUDFLARE MAGIC WAN CLOUDFLARE'

Customers have multiple options to connect to the Cloudflare network

Data Center
e Layer1 - Physical Network Interconnect (PNI) — —=
e  Direct connection to Cloudflare routers % " physical Network :'E
e  Available in over 250+ Cloudflare cities Cloudflare ~ Interconnect (PNI)  oygtomer
[ ]

Layer 2 — Cloudflare Network Interconnect (CNI)

Data Center A Data Center B
e Use anintermediary network fabric partner in between — - N —
your network and Cloudflare C—— Partner -—
e  Available in over +1,600 data centers: [Equinix, Megaport, — Network —
PacketFabric, Console Connect, Coresite and Epsilon] Cloudflare Partner Partner Customer

¢ Internet (Anycast GRE or IPsec Tunnel)

e  Available in any location with an Internet connection

Fast setup and no single point of failure with redundant
Anycast GRE or IPsec tunnels

AN oA
( O } w T Customer
P / 'A L b '- . " Edge Router

Cloudflare Global Network Cloudfiars Anyosst GRE

I int
Single Endpokn Customer Network



The Cloudflare application
security portfolio

Cloudflare keeps applications and
APIs secure and productive, thwarts
DDoS attacks, keeps bots at bay,
detects anomalies and malicious
payloads, encrypts data in motion,
all while monitoring for browser
supply chain attacks.

CLOUDFLARE

©

Integrated Management
& Analytics

Application DDoS
Block L7 DDoS attacks

WAF w/ advanced rate limiting
Stop attacks, abuse and exploits

Bot Management
Stop bot traffic

API Gateway
API security and management

& G

Page Shield
Stop client-side attacks

B

TLS/SSL
Data security

P

Cloudflare Security Center

Attack surface management




Bot Management for Enterprise

28

CLOUDFLARE

The Cloudflare Bot Difference

No tradeoffs

No code required

One integrated security suite
Latency < 0.3 milliseconds
No SDK required

More data &
smarter models

Immediately
actionable

e Over 1 trillion bot requests
every day

e We learn from roughly 500,000
self-serve bot customers

e 5 advanced detection engines

Onboard in minutes; block while
under attack

Retroactive analytics
Automatically integrated into WAF

Intuitive reporting in the
Cloudflare Dashboard.



Bot Management for Enterprise

28

CLOUDFLARE

Key detections

Machine
Learning

Anomaly
Detection

JavaScript
Detections

Machine Learning
Trained on all:
e False positives
e False negatives

New model inputs & features

Site-Specific Anomaly Detection
Better:

e Request clustering

e Baseline of traffic

“Booster pack” for Bot Management

JavaScript Detections
Improved:
e Speed
e Headless browser detection

Feedback into ML engine
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Bot Management for Enterprise CLOUDFLARE’

Bot Management
customers

The Cloudflare Difference

Unlike our competitors, we train detections
on all data— for our entire customer base




Built for anything connected to the Internet

CLOUDFLARE’

Cloudflare services across the OSI stack

7 Application Layer

6 Presentation Layer

HTTP, DNS
Authoritative DNS
CDN

Argo

Video Streaming
Load Balancing
WAF

Bot Management

5 Session Layer

4 Transport Layer

TCP/UDP

e Spectrum

e Argo Smart Routing
e Load Balancing

3 Network Layer

IP, GRE, any packet/protocol
e Magic Transit

e Magic Firewall

e Magic WAN

1 Physical Layer

2 Datalink Layer —L

Direct connection

e Cloudflare Network Interconnect (CNI)




Cloudflare WAF

World-class protection for
every request

Faster protection with new managed rules
to block emerging exploits.

Traffic

n

Layered rulesets to stop attacks along with

machine learning models to stop bypasses.

Powerfully simple detections for stolen
credentials and data exfiltration.

API-first advanced rate limiting

é CLOUDFLARE

é CLOUDFLARE

L7 DDoS

WAF Machine learning

WAF Custom rules

Advanced rate limiting

WAF Managed ruleset

Your Apps/APls

@ Cloud/multi-
cloud

WAF Core (OWASP) ruleset

|
Exposed credential checks

Sensitive Data Detection
(response phase)

@ SaaS

@ Data Center

— Self-Hosted
Y Apps
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Cloudflare APl Gateway Capabilities and Traffic Flow CLOUDFLARE

All API traffic is secured at the edge!

Cloudflare APl Gateway
_ API DiSCOVery
7 API Analytics
"purchase”: “pizza”, API Performance
“total®: “15*, API Errors R
“currency”: “USD”, —— v 4

“card”:
“my_card_reference”

} mTLS
Schema Validation

: API Call @
@ Intelligent Custom Rate Limiting

Volumetric Abuse Protection I ______ R I
C 3
Client Data Protection Origin Server
A Sensitive Data Detection

p ¢ It
> “success”: “true”, M - "
“card”: “1234 1234 1234 success®: “true”,
" ° “ d”: “1234 1234

;234 12323:234"
}

API Response
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End User Workflow CLOUDFLARE'

Cloudflare APl Gateway provides visibility via APl discovery and analytics, provides capabilities to
manage API endpoints, implements a positive security model, and prevents APl abuse.

— Configure Discovery - — GD\ Review / Analyze — — Enable Positive —
€§3 9 y / y Security model

« API Discovery

. Session Identifiers —_— - APl Analytics —_— -mTLS

. Activity Log » Schema Validation

] Sensitive Data ) E Endpoint Management = Integration /
— @ Abuse Protection  — — Detection — Monitor Endpoints —=- Updates / Backup
. » Number of Requests
» Intelligent Custom i o » Performance
Rate Limiting  — | suesessr Truen, ——> . Error Rate ——> - ExportSchema
« Volumetric Abuse a1 T T . Payload Size
Protection ' - Anomaly Detection Alerts




Cloudflare API Shield
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CLOUDFLARE’

API Shield defense-in-depth

L3 & L7
DDoS

Stop all
volumetric

DDoS attacks at

network and
application
layers.

API
Discovery and
Visibility
Ongoing
visibility into
API

endpoint estate.

Strong
Authentication

Authenticate
mobile and loT
with mTLS while
confirming
credentials are not
compromised.

Positive API
security model

Positive security via
schema validation
to block everything
except traffic that
conforms to
schema.

Anomaly
Detection

Stop API abuse
with advanced
rate limiting and
blocking of
volumetric
anomalies
including for bots
and mobile API
traffic

Sensitive
Data
Detection

Prevent
sensitive
data from

leaking via
APls



Visualizing ingress and egress traffic with Cloudflare
[ é CLOUDFLARE’

% LB + Routing + WAN as a Service
Your Customers
Application
4 DNS + CDN + Traffic Acceleration Szgurity Py Your Apps
= Performance
L4 ) 7 Customer
' ) ' _— ) Web + API + Bot Protection i Facing Apps
Legitimate Traffic
Edge Developer Platform Edge Developer
Inbound Zero Trust Platform
Traffi and Network
bl Security & @
Data Center
=@ Zero Trust Network Access Performance
Malicious Traffic % ®
U L3-7 DDoS Protection 9 self-Hosted Apps
Apps You Use =} Secure Web Gateway + CASB Zero Trust Your People
Security & )
— Outbound Remote Browser Isolation + DLP Performance Offices
@5 SaaS Apps Traffic
o
B2 Cloud Email Security -~ Employees
@ Internet Apps o
ZZ Firewall as a Service &=2 Contractors
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Cloudflare CDN Reference Architecture CLOUDFLARE

Download from https://www.cloudflare.com/resource-hub/
e Cloudflare CDN Benefits and Advantages e Architecture/Design and Traffic Flows

e Enhancements with Argo Features e Tiered Cache Topologies and Recommendations

Global Anycast Edge Network

3 BGP Announcement

Cloudflare CDN Reference Cloudflare Anycast IPs Data Center 1
Architecture s Lower Tier
qovafiare Neg,
Client / End User (D .sf'a ao’.{— — C\{st_omer Network /
Consumption Dos DNS Cache Cache Origin Servers
R S— o Data Center 3 <— Response
@ @ Upper Tier I
—— CDN Cache [E |
— Request ——> — Request o = —)
example.com/index.html ED Ez’é html
) Client 1 Argo Tiered pas DNS Data Centers
9 Data Center 2 Cache @ @
Lower Tier Cache
‘ _ CDN Cache
\ J‘ Roquest— 5l pos S Public Clouds
example.com/index.html
Client 2 @) 8
Q CDN Cache



https://cf-assets.www.cloudflare.com/slt3lc6tev37/18dA4NLfq8oXY8EVZxPlpY/b9cab82be79ebefa80f08c09eaa3d93e/Cloudflare_CDN_Reference_Architecture.pdf
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Before and After Cloudflare CDN CLOUDFLARE'

Before Cloudflare CDN After Cloudflare CDN

-
i} _ 1. DNS resolution via Cloudflare Anycast DNS Resolver
@ il Client (India) 2. Request sent to closest Cloudflare data center and
server that will respond with local cached content
Client (Germany) 2.28ms
-
G B =
Client (India) 218 ms v
Internet India (9\\\ Cache
B > \
s

AV
02
G > \
2. HTTP request to website/ 7 Q
—— 3 E— e @ (Do —
A \ N’ coN, —
: L 208ms = /) waF, '
O Client (US) \\ / etc < >
origin-server (US) — Origin-server (US)

Client (US) Internet
Cloudflare Global Anycast

Edge Network

e Scale, resiliency, and performance - one global network with every service running on every server in every Cloudflare data center;
Edge nodes able to respond with cached content quickly

e Hardened Anycast network - decreased latency while improving network resiliency, higher availability, and increased security due
to larger surface area for absorbing both legitimate traffic loads and DDoS attacks

e Enhanced CDN Solution with Argo Smart Routing and Tiered Cache

e Easily enable additional services - Cloudflare provides a host of performance, security, and reliability services including DNS,
DDoS protection, and WAF, which can be easily enabled and uses the same edge architecture



No Argo Tiered Cache Enabled and No Smart Routing Enabled CLOUDFLARE

Global Anycast Edge Network

@\\ BGP Announcement
Cloudflare Anycast IPs

Data Center 1 No Argo Tiered Cache
Customer IPs 9 ata Center No Argo Smart Routing

0 &
DoS DNS I

@ @ 9 bata Center 3

CDN Cache

Customer Network /
Origin Servers

Cloudflare (D EI':!‘
Network DoS DNS [ —]
9 Data Center 2 e —
@ 8 [ —]
. CDN Cache
Client / End User w EE'.!, Data Centers
Consumpton | | N/ &b

DoS DNS ==

Cache miss: )
Route directly to origin = < Response
= CDN Cache

—— Request —> Request > Public Clouds
l




Argo Tiered Cache Enabled with Smart Tiered Cache Topology
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CLOUDFLARE’

Global Anycast Edge Network

@ BGP Announcement
Cloudflare Anycast IPs
Customer IPs

Client / End User
Consumption

— Request ——>
example.com/index.html

Client 1

- Request %

example.com/index.html

Client 2

Data Center 1

Lower Tier
o ouaflare Ne,

U & g %
DoS DNS Cache )

D 9 Data Center 3
@ g Upper Tier
CDN Cache

—

g Argo Tiered D(D ‘!‘%‘!‘
Data anter 2 @ @
Lower Tier Cache

% CDN Cache
DoS DNS ——————

@ B

CDN Cache

Cache
&— Response

example.com/index.html

|
Request —>

example.com/index.html

Customer Network /
Origin Servers

Data Centers

Public Clouds




Argo Tiered Cache Enabled with Smart Tiered Cache Topology and Argo Smart Routing
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CLOUDFLARE’

Global Anycast Edge Network

@ BGP Announcement
Cloudflare Anycast IPs
Customer IPs

Data Center 2
Lower Tier

oS
Data Center 1 Data Center 3
Lower Tier Upper Tier 7
Cache
Client / End User (D EI'& (D EE':!: %79
Consumption DoS DNS DoS DNS
— Request —> | Cache miss: ———————> | cachemiss: Argo
ex\am le cgmlinde | html Check uppér tier ) Use fastest route to origin Sma’:t
Pe " CDN Cache = Argo Tiered CDN R Routing
_ Cache

3
ex
1

Response -

" example.com/index.html

\
| Request —

\
ample.com/index.htrﬁ

Customer Network /
Origin Servers

Data Centers

Public Clouds




