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Just 3 years
later…



…but it comes with its own risks
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Limited 
Visibility

i

Sources: 1 3 ManageEngine, July 2025; 2 IBM, July 2025; 

85% 

of IT decision-makers say 
employees are adopting AI 
tools even before their IT 
teams can assess them 
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Ineffective 
Data Governance

63% 

of breached organizations 
lack AI governance policies 
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93% 

of employees admit to 
putting information into 

AI tools without approval 
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Complex 
Risk Management

https://www.manageengine.com/survey/shadow-ai-surge-enterprises/
https://newsroom.ibm.com/2025-07-30-ibm-report-13-of-organizations-reported-breaches-of-ai-models-or-applications,-97-of-which-reported-lacking-proper-ai-access-controls


So what should be your attitude towards AI adoption? 
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Limit use to specific 
AI apps with strict guidelines 

(ex. “block-firstˮ mentality)

More 
conservative

More 
experimental

Encourage use of diverse AI apps
(ex. only block with a strong justification)

Prioritize building AI apps in-house 
(ex. Developers drive AI innovation)



Enable safer, faster AI transformation
with Cloudflare
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Mission
Empower every 
organization to 
innovate with AI 
without compromising 
security.

Cloudflare is the 
place to build world 
class, secure AI 
experiences.
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Protect agentic AI access 

Protect AI-powered apps

Build full-stack
AI apps and AI agents

Protect workforce use of genAI
Protect

Build
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Workforce use of Gen AI
comes with privacy, security and compliance risks
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Employees can leak sensitive  
information by using AI
• Financials, secrets, credentials, code, PII..

Employees can violate legal agreements or 
compliance frameworks by using AI
• e.g. hiring decisions, patient / customer data 

Employees can use unapproved or 
sketchy third-party AI (“Shadow AIˮ)
• 91% of employees admit using “shadow AIˮ

https://www.bitdefender.com/en-us/blog/hotforsecurity/ai-chatbot-startup-wotnot-leaks-346-000-files-including-passports-and-medical-records
https://www.medicaleconomics.com/view/health-care-workers-are-leaking-patient-data-through-ai-tools-cloud-apps


SASE is an architecture design for Zero Trust 
And the path to secure Gen AI
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Legacy corporate network SASE corporate network with Cloudflare One



Cloudflare One
Our Zero Trust SASE platform
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Secure access
simplify and secure connecting 
any user to any resource

Threat defense
keep your users safe from threats over any 
port and protocol 

Policy compliance
simplify regulatory compliance and protect 
sensitive data 

SaaS security
visibility and control of 
applications including email

Network modernization
improved productivity, simpler operations, 
reduced attack surface

All edge services on 
one network with one control plane

Secure
access

Secure web
gateway

SaaS app
security

Cloud email
security

Browser
isolation

Data loss
prevention

WAN as a 
Service

FW as a 
Service



Cloudflare One 
Securing Gen AI 
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Step 01
Discover Shadow IT

Step 02
Discover AI integrations with SaaS apps
Discover AI provider misconfigurations 

Step 03
Block + redirect risky AI apps

Step 04 
Control approved AI apps



Cloudflare One 
Securing Gen AI
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Step 03
Block + redirect risky AI apps

Step 04 
Control approved AI apps

Step 01
Discover Shadow IT

Step 02
Discover AI integrations with SaaS apps
Discover AI provider misconfigurations 

● Discover Discover who is using which 3rd-party AI applications

● Set Applications Status as Approved, Unapproved, In Review, Unreviewed



Cloudflare One 
Securing Gen AI
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Step 03
Block + redirect risky AI apps

Step 04 
Control approved AI apps

Step 01
Discover Shadow IT

Step 02
Discover AI integrations with SaaS apps
Discover AI provider misconfigurations 

● Discover third party AI apps integrated with SaaS applications such as 
Microsoft 365 and Google Workspace

● Disable unapproved third party AI apps



Cloudflare One 
Securing Gen AI
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Step 03
Block + redirect risky AI apps

Step 04 
Control approved AI apps

Step 01
Discover Shadow IT

Step 02
Discover AI integrations with SaaS apps
Discover AI provider misconfigurations 

● Discover misconfigurations that can cause data loss or misuse on Gemini, 
Claude and ChatGPT

● Discover sensitive data that has been uploaded in chat attachments

● Discover GenAI specific insights



Cloudflare One 
Securing Gen AI
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Step 03
Block + redirect risky AI apps

Step 04 
Control approved AI apps

Step 01
Discover Shadow IT

Step 02
Discover AI integrations with SaaS apps
Discover AI provider misconfigurations 

● Use application and GenAI confidence scores to define status of AI tools, such 
as, Approved, Unapproved, In Review, Unreviewed of AI tools

● Block access to Unapproved and/or unreviewed AI tools

● Or Redirect from Unapproved and/or unreviewed AI tools to the approved 
ones



Cloudflare One 
Securing Gen AI
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Step 03
Block + redirect risky AI apps

Step 04 
Control approved AI apps

Step 01
Discover Shadow IT

Step 02
Discover AI integrations with SaaS apps
Discover AI provider misconfigurations 

● Apply identity and device posture policies so that only approved employees 
with compliant devices can access approved AI tools

● Apply DLP and/or Isolation policies to restrict how sensitive data is shared

● Log prompts, classify prompts based on content and intent and apply 
guardrails based on its classification



Protect agentic AI access 

Protect AI-powered apps

Build full-stack
AI apps and AI agents

Protect workforce use of genAI
Protect

Build



Example: creating an invoice
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Without MCP: AI tells you what to do and you do it



Example: creating an invoice
Zero Trust in the era of Artificial Intelligence

With MCP: the AI does it for you



You can also interact with Cloudflare using MCP
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I would like to see 
how many users have 

toggled off their 
WARP client today?



MCP popularity is growing exponentially
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Less than
1 year later…



Agentic AI and MCP
comes with visibility, safety and security risks
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Employees can share sensitive 
credentials with MCP servers
• Leading to unsafe autonomous actions by MCP

MCP servers can act autonomously
against corporate resources
• Can make errors, be attacked, or poisoned

Employees can use unapproved or
 unregistered MCP servers (“Shadow MCPˮ)
• No visibility into which MCP servers are used

https://thehackernews.com/2025/09/first-malicious-mcp-server-found.html
https://www.docker.com/blog/mcp-horror-stories-github-prompt-injection/
https://virtualizationreview.com/articles/2025/06/25/mcp-servers-hit-by-neighborjack-vulnerability-and-more.aspx


Cloudflare One 
Discover and control MCP servers
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● Create a central registry of 
approved MCP servers

● Discover how users and 
interacting with MCP via 
comprehensive request logs

● Control who can access what MCP 
servers with least-privilege



Protect agentic AI access 

Protect AI-powered apps

Build full-stack
AI apps and AI agents

Protect workforce use of genAI
Protect

Build



Public-facing AI-powered apps
come with reliability and security risks
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App can suffer from volumetric attacks
• Because DDoS still works on LLMs

App have embedded AI that security 
teams are donʼt know about
• Creating risks for the enterprise

App can be coerced into producing wrong 
or embarrassing outputs 
• Prompt injection, jailbreaking, biased inputs



OWASP Top 10 for Large Language Models 2025

28

Zero Trust in the era of Artificial Intelligence

Sensitive Information 
Disclosure

Sensitive data being exfiltrated 
from the model

Prompt Injection
Manipulation of model through 

crafty inputs to influence decision

Data and Model 
Poisoning

LLM training data is 
tampered with

Supply Chain Vulnerabilities
Vulnerable component 
embedded in the model

Improper Output 
Handling

Output accepted 
without validation

Excessive Agency
Models can perform 

actions due to excessive 
permissions

System Prompt 
Leakage

Sensitive information 
in the prompt

Vector and Embedding 
Weaknesses

Malicious actors can exploit 
weaknesses in models using RAG

Misinformation
Excessive trust on the output of 
LLM leading to misinformation

Unbound Consumption
DDoS attacks, service 

degradation, etc 



Cloudflare Firewall for AI 
Empowers security teams to protect AI applications
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● Automatically discover and label 
LLM endpoints

● Visibility & analytics on 
LLM-bound traffic and any 
associated risks

● Protect and mitigate against LLM 
threats and attacks using rules and 
actions



Protect agentic AI access 

Protect AI-powered apps

Build full-stack
AI apps and AI agents

Protect workforce use of genAI
Protect

Build



Cloudflare Developer Platform 
The secret is out…
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December 2024
3+ million

April 2024
2+ million

June 2024
2.4+ million

May 2022
450,000

November 2022
1+ million

2020 2021 2022 2023 20242019

3
MILLION
developers on the 
Cloudflare platform



Your application + our network
Deploy once, run everywhere
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Deploy from 
region: EarthCode executes within 50ms 

of 95% of the Internet-
connected global 
population 

335 
cities
in 125 
countries, 
including 
mainland 
China

Growing constellation of 
cities for AI inference 
powered by GPUs

200 
cities
with GPUs



Cloudflare is the best developer platform to build
Secure AI experiences
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Workers AI
Global AI inference as a 
service

AI Gateway
Control and observe your AI 
applications

Vectorize
Globally distributed vector 
database

Agents SDK
Build and deploy AI-powered 
agents

MCP Server
Deploy remote MCP servers 
on Cloudflare

AI

… and more



Thank you!
→ Letʼs connect! → Come visit us at 

the Cloudflare 
booth

→ Want to dive 
deeper?

Cloudflareʼs 
own MCP 
servers

Accelerate your 
AI journey


