


Founded in 2016

240 employees

Over 4M Users Globally

500k real threats analyzed 
analyzed per month

Built by enterprise, for 

for enterprise

Hoxhunt in short



Your trusted partner
Gartner Customers’ Choice two years in a row. Two CSO50 wins with Hoxhunt platform. High G2 rating with 3000 reviews.

CSO50 Winner CSO50 Winner



SIMULATION SPOTTED!

Good Job!

65

Master

Agenda

Metrics that one should follow for 
impactful risk reduction

Hoxhunt’s approach for human risk 
management



Results From

24.7 million 

simulations 

across 1.6 million 

participants



4
Metrics 

3
Takeways



FAIL

“Fall for it”
25%

SUCCESS

“Report it”
4%71%

?



FAIL SUCCESSMISS

“Fall for it”
25%

“Report it”
4%

“Unknown”
71%



25%

2%

4%

70%

71%

28%

FAIL SUCCESSMISS



?

FAIL SUCCESSMISS

?
?

SIMULATIONS REAL WORLD 
THREATS



REAL THREAT 
REPORTING

REAL WORLD 
THREATS

FAIL SUCCESSMISS

SIMULATIONS

60% of  Users Report 
a Real Threat



SIMULATIONS

REAL THREAT 
REPORTING

FAIL SUCCESSMISS

HIGH 
CORRELATION

HIGH 
CORRELATION

FAIL SUCCESSMISS

SIMULATIONS REAL WORLD 
THREATS



NO 
CORRELATION

?

REAL THREAT 
REPORTING

REAL WORLD 
THREATS

FAIL SUCCESSMISS

SIMULATIONS



Takeaway 1
Fixating on failures 
leads to failure



Unchanged simulations

Traditional Training

25%

2%

FAIL

Managing to failure 
rate only….

…keeps you from challenging 
your users.



FAIL

PUNITIVE TRAINING

SUCCESS

NO TRAINING

MISS

Traditional Training



4 SIMULATIONS

1000 USERSX

X 2% FAIL RATE

80 FAILS

80 Trainings / Year

Traditional Training

PUNITIVE TRAINING

2%

FAIL



FAIL SUCCESSMISS

POSITIVE TRAINING

2% 70%28%

1000 USERS

36 SIMULATIONS / YEARX

Hoxhunt Training



FAIL SUCCESSMISS

POSITIVE TRAINING

2% 70%28%

Hoxhunt Training

1000 USERS

36 SIMULATIONS / YEARX

36,000 SIMULATIONS

72 % TRAINING RATEX

=

25,920 
Microtrainings / year



Takeaway 2

Focus on “Misses”

A “Miss” today is a 
phish tomorrow



Simulations get more 
difficult as skills evolve

FAILURE RATE IS LOW, 
BUT GREATER THAN 0

Your human firewall gets 
stronger every month!

SUCCESS RATE GROWING

Even after 2 years, user 
engagement is rising!

MISS RATE DROPPING



Takeaway 3
Realistic practice 
never stops paying



Fixating on failures 
leads to failure

Focus on “Misses” Realistic practice 
never stops paying

Hoxhunt training



SUCCESS RATE

92%

90%
ENGAGEMENT RATE

REPORTED

Reducing Human 
Risk with Hoxhunt



Security 
Awareness

Phishing 
Training

Behavior and 
Culture Change

Just-in-time or scheduled 
training. 

Customizable library +  AI 
content generator. 

Individual, adaptive learning 
paths.

Fun, engaging practice.

Gentle nudges triggered 
by risky behaviors.

Real-time insights into 
human risk. 



Learning happens at
the boundaries of knowledge

PETER’S SKILL PROFILE JANE’S SKILL PROFILE

Email Email

Dangerous 
files

Dangerous 
files

Inter-org 
communications

Inter-org 
communications

Authority 
impersonation

Authority 
impersonation

Personal
Personal

Package delivery 
notifications

Package delivery 
notifications

Online 
services

Online services

IT admin
(inter-org)

IT admin
(inter-org)

SIMULATION REPORTED

SIMULATION FAILED

SIMULATION REPORTED

SIMULATION FAILED

HR Manager
Started training 3 months ago

IT Admin
Started training 11 months ago























SIMULATION SPOTTED!

Good Job!

65

Master

Remember:
:

Focus on positive reinforcement

Make experience practical and fun

Don’t make the process too manual for you 
and your team



01

02

03

04
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