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Hoxhunt in short

Zj Founded in 2016

240 employees

Over 4M Users Globally

) 500k real threats analyzed .
analyzed per month Satistaction (D

Gartner
Peer Insights
Customers’
Choice 2024

o Built by enterprise, for

for enterprise



HOXHUNT

Your trusted partner

Gartner Customers’' Choice two years in a row. Two CSO50 wins with Hoxhunt platform. High G2 rating with 3000 reviews.
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Metrics that one should follow for ¥ ‘

impactful risk reduction

SIMULATION SPOTTED! \

Hoxhunt’s approach for human risk *
management Good Job!
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Results From

24.7 million
simulations

across 1.6 million
participants

U HOXHUNT ‘

Phishing Trends
2025
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2025
4
Metrics
3

Takeways




\

) 4 I
SUCCESS

v

“Fall for it” 0 “Report it”
250% 717 4%



“Fall for it"
25%

“‘Unknown”
VAV

h)

-

SUCCESS

v

N

“Report it"”

4%



FAIL

N

-

25%

2%

SUCCESS

v

~

4%

70%



FAIL

MISS

N

SUCCESS

N

SIMULATIONS

----------

----------

REAL WORLD

THREATS



FAIL

MISS

N

SUCCESS

<

\

SIMULATIONS

REAL THREAT
REPORTING

HOX

R

60% of Users Report

a Real Threat
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Takeaway 1

Fixating on failures
leads to failure




Traditional Training

4 )
FAIL
& 4
25%
Unchanged simulations
4
2%
Managing to failure ...keeps you from challenging

rate only.... your users.



Traditional Training
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Traditional Training

FAIL

b

2%

PUNITIVE TRAINING

4 SIMULATIONS
X 1000 USERS
X 2% FAIL RATE

80 FAILS

80 Trainings / Year



Hoxhunt Training

1000 USERS
X 36 SIMULATIONS / YEAR
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Hoxhunt Training

2%

28%

POSITIVE TRAINING

SUCCESS

70%

1000 USERS
X 36 SIMULATIONS / YEAR

36,000 SIMULATIONS
X 72 % TRAINING RATE

25,920
Microtrainings / year



Takeaway 2

¥ Focus on “Misses”

¥ A “Miss” today is a
phish tomorrow



= SUCCESS RATE = MISS RATE = FAIL RATE

SUCCESS RATE GROWING

Your human firewall gets
stronger every month!

0.8

MISS RATE DROPPING

Even after 2 years, user
engagement is rising!

0.4

RATES

0.2

FAILURE RATE IS LOW, \\\

BUT GREATER THAN O 6.0

Simulations get more ) 20 48 60 80 108 120 140

difficult as skills evolve
NTH SIMULATION
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Realistic practice
never stops paying




Hoxhunt training
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Fixating on failures Focus on “Misses” Realistic practice
leads to failure never stops paying
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Reducing Human
Risk with Hoxhunt
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Security
Awareness

Just-in-time or scheduled
training.

Customizable library + Al
content generator.

Phishing
Training

Individual, adaptive learning
paths.

Fun, engaging practice.

Ao Berg 43 munten s

Behavior and
Culture Change

Gentle nudges triggered
by risky behaviors.

Real-time insights into
human risk.




Learning happens at
the boundaries of knowledge

IT Admin
Started training 11 months ago

HR Manager

Plessie sl e Started training 3 months ago

JANE'S SKILL PROFILE

® SIMULATION REPORTED ® SIMULATION REPORTED

SIMULATION FAILED

SIMULATION FAILED

Email Email

Inter-org Dangerous Inter-org Dangerous
communications files communications filos
4 L}
IT admin ‘- Authority IT admin \ y Authorlty )
(inter-org) impersonation (inter-org) Impersonation
£
Online Personal Online services
q Personal
services

Package delivery
notifications

Package delivery
notifications



»Spotify” dovana jums nuo ,Hoxhunt demo* © S « ~

Spotify <no-reply@spotify.pm> Today at 20.18
To: Ville Hdmalainen

Sveikiname, Ville!

Jums dovanotos 3 metinés ,Spotify Premium*®
prenumeratos.

Galite jas panaudoti patys arba persiysti kitiems. Tai jusy pasirinkimas.

iPhone iPad Android kt.

vile.hamalainen@hoxhuntdemo.com

Susisiekite su mumis Techniniai reikalavimai Naudojimo salygos
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Puikiai susitvarkete!

Tai buvo ,Hoxhunt demo"“ duomeny viliojimo sukciaujant
simuliacija. Visada praneskite apie jtartinus el. laiSkus!

Suzinokite apie kompiuteriy jsilauzéliy naudojamus
nesaziningus triukus ir gaukite dar vieng zvaigzdute!

(i) w




e Spotify <

2005106 Spalvy tema ir prekiy

Ville Ha ~ »
T sanklai
»Spotify* dov

O cloudflare  Socialiniai inzinieriai naudojasi
atpazjstamais prekiy zenklais ir stiliumi,
nes Sios jmones, o ypac jy rinkodaros
skyrius, labai stengési jgyti jusy
pasitikejima.

Sveikiname, Ville!

Jums dovanotos 3 metinés ,Spotify Premium”
prenumeratos.

Galite jas panaudoti patys arba persiysti kitiems. Tai jusy pasirinkimas.




Deepfake 1/3

Praktinis sintetiniy klastociy vadovas

Sintetinés klastotes tik tobulegja, tad jas pastebeéti beveik
nejmanoma. Bet uzpuoléjai vis tiek pasikliauja apgaule —
Stai kur jusy pranasumas.

Jas galite pasikliauti kontekstu ir nuojauta bei atlikti tam
tikrus veiksmus joms sustabdyti. Siame vadove
paaiskinama, kaip tai padaryti.




Virsininkas susisiekia su jumis vaizdo skambuciu ir
praso patvirtinti skuby mokéjima. Atrodo, kad tai
jis, bet jauciate, kad kaZkas yra ne taip. K3
turétumete daryti?

Patvirtinti mokéjima — Siaip ar taip tai akivaizdziai buvo jis
Patikrinti pradyma kitu patikimu kanalu, pvz., paskambinti jam

Patikrinti, ar tai sintetiné klastote, naudojant DI aptikimo jrankius

Atgal
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ess HOXHUNT Ataskaity Sritis Daugiau Mokymo Kursy Phish-A-Friend Skydai Pasiekimai Lyderiy Lentelés Crésmes, Apie Kurias Pranesta

L

®)- <~ %
Rubininis Dei ma nti nis Safyrinis su Zvaigzde Sm

Tapkite etiSku kompiuteriy jsilauzéliu!

Ar kada nors noréjote patys uzsiimti socialine inZinerija? Nusiyskite pritaikytg suk&iavimo apsimetant

. . - ¢/ Isbandyti ,Phish-a-Friend*
simuliacijg vienam i$ kolegu.

Lyderiy lentelé Perziaréti viska Gaukite daugiau zvaigzduciy Sukciavimo apsimetant
2025 m. 4 ketvirtis mokymas

Mokymas: |jungta ~



& Mark as Unread C) Sync v Report this email - (]

Show Task Pane

jane.doe@gmail.com sent you invoice2021.pdf © « « ~

Jane Doe <john.doe@nice-emaill.com> Tuesday 16. November 2021 at 16.33
To

Ville Hamaldinen

) To protect your privacy, some external images in this message were not dow... | Download external images Go to Settings

sent you invoice2021.pdf

1 item, 22.3 KB in total + Expires on 30 August, 2021

Download link

1 item




& Mark as Unread C) Sync w Report this email

jane.doe@gmail.com sent you
invoice2021.pdf

Jane Doe <john.doe... Tuesday 16. November 2021 at...
To: @ Ville Hamélzinen HOXHUNT

) To protect your privacy, so... Download external images Go to Settings

© «a &« ~ Report this em... X My Day

Pranesti apie Sj
el. laiska

C&

Pranesti apie duomeny
. - viliojimo sukciaujant
sent you invoice2021.pdf atvejj
|tartinas turinys arba siuntéjas,
turintis kenkejisky kesly?
Praneskite apie tai — bus atlikta
tolesné analizeé.

1 item, 22.3 KB in total + Expires on 30 August, 2021

e
Pranesti, kad tai pasto
Siukslés

Download link

Nepageidaujamas turinys, pvz.,
reklama ar naujienlaiskiai?
UZblokuokite siunteja,
praneskite apie §j el. laiska, kad
baty atlikta tolesné analizé, ir
perkelkite jj j nepageidaujamy
el. laisky sgrasa.



Ville
cee HOXHUNT Ataskaity Sritis Daugiau Mokymo Kursy Phish-A-Friend Skydai Pasiekimai Lyderiy Lentelés Mokymas:

ot ljungta

@ Jds pirmasis praneses apie §j el. laiska!

El. laiSkas, apie kurj praneséte, yra kenkeéjiskas, todél bet kokios
sgveikos patariame vengti.

K3 turéciau daryti? Kas vyksta? +
Labai svarbu su Siuo el. laiSku neatlikti jokiy Siame el. laike pra3oma atsisiysti PDF
veiksmy. Nespustelékite saity, neatsisiyskite sgskaitg faktlrg i$ nuorodos. Siuntéjo el.
priedy ir j jj neatsakykite. pastas atrodo jtartinas, o pats laiSkas gali

bati nelegitimus. Geriausia nespausti
nuorodos ir patvirtinti sgskaitg faktdrg
kitais badais.

PraneSimas persiystas ,Hoxhunt Demo SOC".

© Grésmes indikatoriai



© Grésmeés indikatoriai

Homoglifai siuntéjo vardo lauke Tekste minimas nemokamy paslaugy el. pasto adresas

Neapmokeéta saskaita faktlira 4" PDF failai 4"

Homoglifai yra teksto simboliai, kuriy formos
yra beveik identiskos arba panasios vienos
kitoms. UZpuoléjai naudoja homoglifus
norédami pamegdzioti asmenj ir iSvengti
aptikimo el. pasto filtry.

Ar Zinojote, kad 87% el.
laiSky, apie kuriuos
pranesta, su homoglifais
siuntéjo vardo lauke
musy analitikai priskyré
kenkejisky faily
kategorijai?

& UZpuoléjas gali pameégdzioti ,Hoxhunt,
tvirtindamas, kad jis yra ,Hoxhunt".
Pirmajame pavadinime naudojama lotyniska
,0" kitame gi — Kirilicos ,0" raidé.

Pastabus vartotojas gali pastebéti, kad
pameégdziojimo atakose naudojami
homoglifai, t. y. simboliai, kurie atrodo
identiski.

Nuo: Jane Doe <john.doe@nice-emaill.com>

o Kam: <ville.hamalainen@hoxhuntdemo.com>

2021-11-16

jane.doe@gmail.com sent you invoice2021.pdf

wetranst

[link blocke:
sent you invoice2

1 item, 22.3 KB in total < Expires o




Remember:
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Focus on positive reinforcement
[ Make experience practical and fun Goodiol
Leger
Don’t make the process too manual for you XN F
and your team M

A\ R

. R e
W

ALY
| a







	Slide 1
	Slide 2
	Slide 3: Your trusted partner
	Slide 4
	Slide 5: Results From
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15: Traditional Training
	Slide 16: Traditional Training
	Slide 17: Traditional Training
	Slide 18: Hoxhunt Training
	Slide 19: Hoxhunt Training
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24: Reducing Human Risk with Hoxhunt
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38

