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Data at Stake

Protect sensitive data from exfiltration or inadvertent disclosure.

=

Customer Data

Intellectual Property Corporate Data

- Design Documents - Financial Statements - End-user Logins

- Project Plans - Employee Records - Credit Card Numbers

- Patent Applications - Pricing Documents - Social Security Numbers
- Source Code - User Logins - Medical Data

- Process Documentation

- Trade Secrets

© Fortinet Inc. All Rights Reserved. 2



Average Cost of a
Data Breach

Source: Cost of a Data Breach Report 2024,” Ponemon Institute - 2024
Source: “2025 Cost of Insider Risks: Global,” Ponemon Institute - Spring 2025




Securing Data Is Complex

Use Cases Prevent Data Theft Stop Malicious Insiders Stop Accidental Leaks Train Employees

Network Network Security SD-WAN SASE

Type of Data Intellectual Property Corporate Data Customer/Client/Patient Data
Data Locations Data Stores (On-Prem) Data Stores (Cloud) Endpoints

Intra-Network Transit

Points of Egress

Tech and Tools Platform

Network DLP Cloud DLP Endpoint DLP Insider Risk Management

Data Security Posture Management

Integrations Analytic/SIEM SOAR XDR C woe.

Discovery & Classification




Fortinet DLP Architecture 2025

@ Data in motion

* Massive amounts of data @ FortiOS
* BYOD, Cloud storage, hybrid work environments result ;
" in the footprint of sensitive data multiplying manifold FortiGate

o’i\o‘\
8 ¢

FortiSASE

pay

FortiMail
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Fortinet DLP Architecture 2025

@ Data in motion

Massive amounts of data @ FortiOS
* BYOD, Cloud storage, hybrid work environments result ;
- in the footprint of sensitive data multiplying manifold FortiGate

5
© Data in use c
Push towards using GenAl for productivity leads to sensitive @

corporate data being fed into applications like ChatGPT. FortiDLP
- Corporate sensitive data being accessed from anywhere

FortiMail

I © Fortinet Inc. All Rights Reserved.



Fortinet DLP Architecture 2025

© Data in motion

Massive amounts of data

* BYOD, Cloud storage, hybrid work environments result
- in the footprint of sensitive data multiplying manifold

© Data in use

Push towards using GenAl for productivity leads to sensitive
corporate data being fed into applications like ChatGPT.
- Corporate sensitive data being accessed from anywhere

© Data at rest

* FortiData enables the customer to discover and label sensitive

- data on cloud and on-premises data stores using modern Al
machine learning technology. Integration with FortiGate brings

- additional context about the data for better automated enforcement

@ FortioS

FortiGate o“ 0 FortiClient
N
o® C

@ C
>

FortiSASE c hat
®

@ FortiDLP

FortiMail

Data D'Eé ’ Data
Classification Q Labelling

FortiData
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Fortinet DLP Architecture 2025

© Data in motion

Massive amounts of data

* BYOD, Cloud storage, hybrid work environments result
- in the footprint of sensitive data multiplying manifold

© Data in use

Push towards using GenAl for productivity leads to sensitive
corporate data being fed into applications like ChatGPT.
- Corporate sensitive data being accessed from anywhere

© Data at rest

* FortiData enables the customer to discover and label sensitive

- data on cloud and on-premises data stores using modern Al
machine learning technology. Integration with FortiGate brings

- additional context about the data for better automated enforcement

@ FortiOS

FortiGate . o O FortiClient
XD o”

(@ Q"
Analyzer 2 .
FortiSASE c
m P .
o®

@ SOAR XDR FortiDLP

FortiMail

Data D_[é ’ Data
Classification Q Labelling

FortiData
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About FortiDLP




Introducing FortiDLP

Next-Generation Endpoint DLP and
Insider Risk Management Solution

Anticipates and Prevents Data Theft

Cloud-native
* Immediate Data Risk Visibility Across Egress Channels

+ Educate Employees on Safe Data Handling

Powered by Al ' ML | GenAl

» Protect IP and Sensitive Data using Origin and Content

» Detect and Investigate Insider Risk Data Exfiltration

Protects Data From Its Origin

Data Loss Insider Risk SaaS Risk-informed User Education

Prevention Management Data Security o — o - o
« e Managed and Unmanaged Devices “

Automatically maps detections to MITRE ENGENUITY ™ |nsider Threat TTP Knowledge Base.

am R
- © Fortinet Inc. All Rights Reserved. 10



Deep and Broad Contextual Visibility is Required to Protect Data

Exfiltration Detection Vectors

(Ep Printers

~ Wireless
®  (Bluetooth/AirDrop)

Context Actions

Locations A Alert (or Audit)

—8 Logins @ Coaching Nudge

@ Web Browsers

®] Sensitive Data

= Wi-Fi Networks & Block

X2 SaaS Apps

Shadow Al

¥ Intellectual Property

@ Shadow Copy

—)@ Process starts (or File Forensics)

E cClipboard
{.data} Source Code

-

&< Network activity l_Aj Take Screenshot

Email Client

‘_AS Take Screenshot

@ File Origin
= (ex. SalesForce)

@ Activity history

@ Kill Process

(temporal visibility) Storage Devices |_-I CLI
+ a0
Sensitivity Label
S User group ook
> tag/department D Cloud Storage Web email @] o¢
838 File Metadata
o o

]::[ On Corporate Network Off Corporate Network a8 Windows .' Mac

n
— © Fortinet Inc. All Rights Reserved. 11



Data Loss Prevention: Differentiation

@ Dashboard

-

Q ,O‘ a5cliveus_ers ® Current time frame © Previous time frame Total 22 2667%
Next-Generation DLP I )
] N
e Cloud-native SaaS solution , =o 8 ) \/\
e Demonstrates data risk on day one ®
Pli detections by severit! Qi UEBA detection channels Qi
e Protects data based on content and 2 e
data source (e.g. Salesforce) and a 85
sensitivity labels 5 detectons oy
e Out-of-the-box coverage for major @

compliance, security and privacy
frameworks/regulations

All detections - Top users Qi Secure Data Flow detections - Top users Qi
. L . @) rovy 5. rovorss P - O roysroverns e — 10
. SeCurIty fabrIC Integ ratlons @CnrisTynellF | ] 38 °Ni:ulasv.JacksunP I 11
(Including FortiClient and FortiED [ Y w @ owevren - 6
. O Stefan Jarlegren 1 11 o Stefan Jarlegren - 4

Multi-OS — Instant Visibility

Cyber Hygiene Trends Qi

— Secure Data Flow —

Data Tracking

Y

@ Currenttime frame © Previous time frame Total 269 +1.82%

100

75

50

“ K_/\

0
Octl Oct3 Oct5 Oct?

Compliance frameworks Qi
® Detections

pii

9P |
popia

pei

0 20 40 60 80

Data movement detections - Top users Qi
e Abby 5. Roberts £ —— 141
o Nicolas V. Jackson & - 28
@ Chris Tyrrell = - 19

. Stefan Jarlegren 1 6 ‘

Real-time User
Education

© Fortinet Inc. All Rights Reserved. 12



Insider Risk Management: Differentiation

search 4

g 62 open incidents R  Susers 0 21nodes Resolve all (62)

Created by v Top10 v User UUID v Top10 v Agent UUID v Top10 v
A - - -
Al website visited 3 e Abby S. Roberts B  —— 40 @ Abbey-S-Roberts-De... - — 35 ' I n s I d e r T h re at L] D ete ct I O n
‘:, Sensitive file uploaded to ™ 2 1
author website " 1
@ Chris Tyrrell & | E— 21 @ Abbey-S-Roberts-... B | — 26
 [E—— , and Res ponse
== pasted to website
o Nicolas V. Jackson [ S . 20 @ nicolas-win11-vmw  — 20 1
Regulated file uploaded to ™ 2
unauthorized website
o Stefan Jarlegren - 17 @ Tyrrell-demo-win10x... - 11
St . insi i i
. e Deep insights into user, endpoint
a and cloud drive activity
Incidents Columns v Items/page 25 ~
a Severity Description Detections | First detection | Last detection o Labels Users. Nodes. Status & M L— U BA b a Se I i n eS u S e r a Cti Vi ty
@ Unusual browser file transfer 8 27/09/2024, 18:37 07/10/2024,18:02 | oavers B e Abby S.Robe... B v+1 @ Abbey-S-Roberts-Desktop v+ 1 Open 3 . .
LT Insider Risk Sequence Detection
f:;w'YOS[ -CT 1146
,‘.— Unauthorized application OneDrive.exe used 23 21/08/2024, 16:56 07/10/2024,16:56 | oavers B New Outiook @ Chris Tyrrell & @ conf-demo-winl ¥+ 3 Open I n CI d e nt a n d Ca Se m a n a g e m e nt
o with anonymization for privacy
‘Medium Sensitive file downloaded 37 19/08/2024,09:16  07/10/2024, 15:54 Tovare B Stefon - Test 0 Nicolas V. Ja... B v+2 @ ool -Winl1-vimw v+ 7 e
Sweden  mac 08 1142

‘Forensics file and screen evidence
FortiAl case reports (BETA)

[ion ) Unauthorized email sent or received 23 15/08/2024,23:25  07/10/2024,1553 | epyers B KenTost 0 Nicolas V. Ja.. B v+2 @ nicolas-win1l-vmw v+ 4 ey

Insider Risk Instant Visibilit File, Clipboard and FortAl
Sequence Detection = Y =  Screen Forensics = Analyst Insights

© Fortinet Inc. All Rights Reserved.



SaaS Data Security: Differentiation

@ saaSapps
% e
zo % 115 Saas apps Do coponm et T e h
Full visibility into SaaS apps i D || ="
. . ] (]}
including Shadow Al N - y )
. . @ 10 total
e Track, categorize, and score risk acrc m
. . a0 .
sanctioned and unsanctioned apps a I
[ InSlghtS |nt0 GenAI usage Q Trending Saas Top20 v File movement Today v Top20 v Risk score @
.. e . K @ App Users Change (previous 14 days) - App Number of files Total file size App
e Ingress/egress YISIbI|Ity into sensitiv 88 i R P . @ oo
data flows and risks 99 L 12 e : e e

e Expose unauthorized usage G ~ — € =~ 1 o

- PubMatic 1 “ @ ChatGPT 1 1728 box o

o Identify use of unsanctioned SaaS

and insecure personal credentials
_

SaasS Inventory Data Flow and Data Protection
and Risk Scoring Identity Insights = for Shadow Al

Tads  Teads 1 1 ) Fortinet OLP Test Toot 1 143948 ) FornetoLp Test

9 AdRoll 1 “ i Microsol ft 365 Outlook 8| Very high risk * 1

g 67 unused apps
for more than 90 days

Saas$ apps by verdict

total
@ Sanctioned @ Unsanctioned O Inreview Not set
Top20 v
Score Users -
10 | Highest risk * 3
9| Extremely high risk * 1
9 | Extremely high risk * 1

Tool 8| Very high risk 3

8| Very high risk * 1

Real-time User
Education

© Fortinet Inc. All Rights Reserved. 14



Insider Risk Management: Differentiation

Education at the Point of Use
of Sensitive Data

e Increases employee awareness while
.~ enforcing accountability

Nudges employees with proper data
handling practices when accessing
sensitive data

Applies expansive range of policy
. actions based on sensitivity of data
- (context and content)

A ’
- Nudges employees whether remote or
‘\working offline

Risk-based Customizable Education +

Actioning Messaging ~ Forensics Capture ~_

- © Fortinet Inc. All Rights Reserved. 15



Use Case: Content Classification




Realtime Content Class

Data Privacy regulations
e.g. GDPR and PDPA

Financial regulations
National PIl and PHI identifiers
Sensitivity labels

Realtime content scanning
at the point of creation/access

@ <« Incidents

98 Data exfiltration by offboarding employee

%

Data exfiltration by offboarding employee

© Exfiltration
© Defense Evasion

© Collection

+ 1 more stages

Events

94 Events

Timestamp.

02/20/2025,07:15:16PM (@) Abby S. Roberts B

02/20/2025, 07:14:33 PM

@ Avby 5. Roberts

02/20/2025, 06:41:11 PM erbyS Roberts [

ification of Data

New

&
Inactive

1 day 8 hours 54 minutes

02/19/2025, 02:11PM 48 hours

02/19/2025, 01:08 PM  02/20/2025, 11:06 PM

Labels

Leavers 1

Departmes

29) Abbey-S-Roberts-Desktop Google Workspace Monitoring

Ken Test

Windows

(28) Avbey-S-Roberts-Desktop
Department | HR
Test-CT  KenTest
1204 SOF  Windows

Googie Workspace Moritoring
(88) Abbey-S-Roberts-Desktop 1204 SOF

Windows

Google Workspace Monitoring

Assignjrequest

Entities - 1 user/ 2 nodes

Abby S. Roberts

Market Research Analyst

Severty

Critical | 90

82 Abvey-s-

Department Human Resources

ger Margaret E. White =
&) Avbey's

Description
UZ4 using Google LNrome: L:\USers|exige\Uownioaas\wasnington, U.C
DL.png of size 653.2K8

File upload blocked to *drive.google.com” from Brave: credit card 3.,jpg
with size 16.6KB from drive.google.com
(abby.s.roberts@gw.jazzdev.io)

File from https://drive. google.
id=1NUISNE21wb00a3Kjp6 TXEeNSFolaakcT&export=downloadgauthus
er=0&confirm=t&uuid=78ea0de7 - 92f2-452¢-a17b-
3feb7e979a778at=AE270/60PSPIWQEVUQW10miS{FHU:1740078871
805 using Google Chrome: C:\Users\exige\Downloadsicredit card 3.jpg
of size 16.6KB

File upload blocked to drive.google.com* from Brave: sdf - Copy.pdf
with size 16.6KB from drive.google.com
(abby.s.roberts@gw.jazzdev.io).

Critical

Entities

@ Abby S. Roberts

Q lewsp

Ken Test

Created by

sd

File upload blocked to
"drive.google.com" from Brave: credit
card 3.jpg with size 16.6KB from

drive.google.com

February 20, 20 5 PM GMT

€ Addtocase 50 View in Activity feed

Abbey-S-Roberts-
8  Desktop

dows [ 12.0.4
Department |HR ~ Google Workspace Monitoring

SDF  Test-CT Windows 120.4

@ Corporate data uploaded to sanctioned apps using
personal accounts
Exfivration [T 1

Key information

L) credit card 3.jpg

& Google Drive

D abbe

Sanctioned | Al

y.s.roberts dip@gmail.com

drive.google.com

brave.exe
& est- oo

File origin information

Signed

[ creditcard 3jpg

& Google Drive

Sanctioned | Al

© Fortinet Inc. All Rights Reserved.



Use Case: Tracking Data from Origin




Secure Data Flow: Protect Data From Its Origin

Protect and Track Data Based on it's Source (Origin)

Track from Origin to Attempted Egress

¢ Identify IP and sensitive data based on its origin
e Detect file manipulations and obfuscations
e Prevent egress based on file origin and content

e Differentiate between corporate and non—corporate
accounts on SaaS Apps (e.g. Google Drive)

e View file tracking and lineage in DLP alerts

©

Download from Sanctioned application —acme.salesforce.com

Corporate credentials — jjones@acme-oem.com
5/14//2024 @ 17:57.05 30 days ago

Renamed Detection Renamed Deleted

~30 days ~1 hour ~5 min ~30 sec ~30 min ~30 sec
Blocked transfer of
prospect-list-2Q2024.xls to
USB IronKey:\GoldLeads\
Blocked upload of my_document.xls to Unsanctioned
application — dropbox.com
Personal credentials — joy jones@gmail.com
© Fortinet Inc. All Rights Reserved. 19



Secure Data Flow: Analyst Experience

Summary

 Roadmap exfiltrated by an off-boarding
employee to their personal cloud drive

« Employee has attempted to cover their tracks
by renaming the file prior to exfiltration.

Action

» Secure Data Flow identifies data being
downloaded from corporate SaaS app

* Files are tracked by the FortiDLP agent and
file manipulation activity is audited.

» At the point of egress, the file is controlled
based on data origin and destination, i.e. a
corporate cloud drive to personal cloud drive.

el

File from sensitive corporate Google Workspace location uploaded to Google Drive associated with

an unapproved/non-corporate account

Jc =

Juan Christianos DESKTOP-ABC1234

Labels

Windows | | Department | Automated = Al bot | 7.6.1 || Country | UK

File from corporate Google Workspace uploaded to
unsanctioned web app

1p: My test DLP policies

Data lineage

v &> File downloaded

a F

lle name (original)
Q4 Product Roadmap (NDA).png

urce) N ed acCc t
(& Google Drive juan.christianos@nextdip.com

~ & File uploaded (blocked)

D File r

e
cute_cat.png

Web app (destinatios
s Google Drive j.m.christianos@gmail.com

[C] Addtocase v [ Export

&> Block upload

(@ Display message - config

Header
Upload blocked

Body
According to the company’s acceptable use policy,

uploading sensitive tiles to non-corporate Web apps is prohibited.
Please visit the corporate policy on how to handle sensitive data below

] Screenshot

[

(@ Al event details
value_value.val

value_value.val

value_value.val value_value.val

20



Secure Data Flow - Data Lineage

Original file name and source information

Q4 Report.pdf
0 port.p

L Google Drive
Data lineage provides analysts with insights into the origin of egressed

data, tracks data movement across the endpoint and identifies data
manipulation prior to egress.

Data lineage

«£ Datalineage

@ Dowﬁloaded Q4 Results.pdf from Google Drive
The FortiDLP agent identifies data being downloaded from as joe.doe@company.com

corporate and private SaaS applications.

Renamed Q4 Results.pdf to cute_cat.png

1%

The agent tracks data movement and any manipulation of the

. (] Movedb cﬁte_caf.png to C:\Users\Joe\Pictures
data e.g., file rename, move, copy.

. . . . ] ! . @JAtt‘hd. th_ t. t il in Outlook.
The origin and data lineage information is presented in a RO O ISR

DLP detection to enable analysts to quickly understand risk. ‘
ySis o quickly ®
Blocked email with attachment “cute_cat.png” from a

sensitive origin “Google Drive” sent to unauthorized recipient
“joe@external.com”

An analyst can quickly identify where the detected data originated from

and if it was manipulated before detection. Associated deteciions
® 4 associated detections o)
Al R
- |



Use Case: Monitoring GenAl Usage




Protect Against Sharing of Sensitive Data with Al Tools

Protect data without impacting productivity when employees use popular unapproved GenAl tools.

an) © ChatGPT &, Share

@ ChatGPT

Process and analyze the following file and tell me insights you see

Free Ai Image Gener...
8 g across the data.

88 Explore GPTs

5] Please upload the file so | can process and analyze it for you.
Today

Data Analysis Insights Reque +++

Previous 7 Days Al Website Visited
FortiNext DLP Benefits Whilst the use of generative Al models can represent a significant
advantage in increasing workflows and productivity, such tools must be

used with caution.

Guard against employees
uploading sensitive data to
GenAl and other Al tools

Previous 30 Days
Please do not enter information that would be considered

commercially sensitive into Al Platforms as the security of this data
can not be ensured.

FortiNextDLP Compliance an: <]

DLP Tools Grammar Assessmen

Impoertance of Data Protection It is also against our corporate information security policy.

e Alerts employees/users when their
actions may expose sensitive data

RT3 S iy ST For background around the dangers of Al Chat, please take a moment
to the read the article at the link below.

o~ 4 @

Patient Data Cats Customer Billing M&A Proposals

Security Services Overview

o Drives accountability for proper daté
handling by employees

August

SD-WAN Benefits Overview

Al Cybersecurity Campaign The

Alternative Phrases for Manags

July

ChatGPT Version Inauiry

@ |Message ChatGPT
® Upgrade plan

Prototype Designs

L1 Y
© Fortinet Inc. All Rights Reserved. 23



Report & Educate Employees on Safe GenAl Usage

Saa$S apps

00
oo

o« 67 unused apps
oe days

88 115 SaaSapps

[=]

eeeeeeeeeeeeeeeeeeeeee for more than 90

SaaS app usage trend Last14 days aaS apps by account type Saas$ apps by verdict

= x O ¢ B 0O

AppS

e |dentify employees visiting sanctioned_
and unsanctioned GenAl apps '

& 0 »

a
Change (previous 14 days) App Number of files Total file size App Scare

e Audit the types of data being pasteds
and uploaded / download from GenAl
tools |

00 00 3
E @ 00 oo ~°
o o x =

24



Use Case: Forensics + Case Management




Report & Educate Employees on Safe GenAl Usage

@ Resolve incident 52 Assigni

on 4/14/23, 5:25 PM
on 4{14/23, 5:33 PM

Insider risk & DLP sequence

% Sequence o Entities

it j i i a Liz Brown
Il'xll!a\ Access I?efrensre Evasion 90!\80(!0!1 Exf?lttalwnn
" 5 [: A Lt ? ariment Engineering
Office London - UK
E TxLow 1x Medium 1x Medium ® 1xHigh Joy James

2xLow 2xLow Labels  Leaver 3| & +5mare

6 Events

e Analyst activates FortiAl (Al Assistant Tessere Do o

> 4/14/23, 5:33 PM m File upload blocked to "www.dropbox.com” with personal account “joy.james@gmail.com" from Sensitive file uploaded to personal file share website
Google Chrome: Archive.zip with size 1.4KB containing uninspected content.

e Requests a summarization of insider®
threat activity referencing MITRE
ENGENUITY™ |nsider Threat TTP
indicators

> 4/14/23, 5:29 PM Finder creating compressed file at /Users/joy james/Downloads/Archive.zip, containing 2 files

including trading_algorithm.py, price_estimator.py

Compressed file created

> 4/14/23, 5:29 PM This node connected to Wi-Fi network called "Huckletree Guest”. However, based on the Wi-Fi

landscape and historical connections, the node is expected to connect to the network called “jaxa™

Connection made to unauthorized Wi-Fi network

> 4/14/23,5:29 PM File downloaded from git.acmecorp.com using Google Chrome: /Users/joy.james/Downloads/

trading_algorithm.py of size 27B containing Source code with at least 1 match

Sensitive file downloaded from company domain

> 4/14/23,5:29 PM File downloaded from git.acmecorp.com using Google Chrome: /Users/joy.james/Downloads/

price_estimator.py of size 27B containing Source code with at least 1 match

Sensitive file downloaded from company domain

e FortiAl reasons on the incident data
and provides a detailed summary =

> 4014/23,5:25 PM User Joy James logged in outside expected working hours at Tue April 4 17:25:50 GMT 2023 Login outside office hours

FortiAl: Al-based Assistance

Isaac Kennedy
Create an summary of this case

XTND st
Defense Evasion (TAQDOS)
The user, Joy James, logged in outside of expected
working hours, which could be an attempt to avoid

ion (T1078). Additicnal
an unexpected Wi-Fi network, "Huckletree Guest’,
instead of the expected “jaxa” network, which could be
another evasion tactic (T1562.006). The creation of a
compressed file containing sensitive source code files is
also indicative of evasion (T10!

Collection (TA0009)
Joy James downloaded two files containing source code
price_estimator.py” and
T1213.003). Thi ion
falls under the collection tactic as the user is gathering
information that could be used for malicious purposes.

Exfiltration (TA0010)

An attempt was made to upload a compressed file
containing the previously downloaded source code files
to Dropbox using a persenal account (T1587.002). This
action was blocked, indicating an attempt at data
exfiltration

Conclusion

The sequence of events suggests that the user, Joy
James, attempted to exfiltrate sensitive data from the
company. The user employed evasion tactics, such as
logging i

connecting to

this data by uploading it to a personal Dropbox
of events aligns with several
tics in the MITRE ATT&CK Framework, including
e Evasion, Collection, and Exfiltration.

0 Copy @ Provide feedback

© Fortinet Inc. All Rights Reserved.
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Investigation and Forensics

Your Business Data, Your Cloud Data Storage

< Cases

(]~ (@ Close case (O Comments :
ol

Q

Created by
. e . . . " o A A e e e
o 1 Tyrrell Suspicious Activity Investigation Open £ Edit v €  Add tags fo the case Z Chris Tyrrell
o E Case summary & Edit & Entities
&
@ Case Summary
P Chris Tyrrell, the Director of Sales Engineering, exhibited suspicious behavior indicative of potential data exfiltration and
- insider threat activities. The sequence of events includes web searches related to quitting his job, renaming and uploading Department -
corporate files, copying regulated content, and downloading sensitive data from unauthorized sources. These actions align Manager - LSRN dav=
[§] . ) ) ] . . ) e . e B
! with various MITRE ATT&CK tactics and technigues, suggesting a deliberate attempt to exfiltrate sensitive information. ~ TS o Tyrrell- demo-win10x64 Agent version 12.0.5
Microsoft Windows 10 Pro
oo Event Details TAD0O43 (Reconnaissance)
(n]u]
» Chris Tyrrell performed a web search using the term "how do | quit my job without notice?" on Google Chrome. This
g indicates potential reconnaissance activity as he may be planning to leave the organization abruptly.
v
a
{é} 28 13 Events %2 Pinned fields m ~ Columns ~ Items / page 50 W

Timestamp Entities. Labels Description

01/22/2025, 07:07:36 PM T Leavers + 5 Critic:

» C)@ Tyrrell-demo-winl0=x64 C:\Ust
= dWs
’ 01/22/2025, 07:07:15 PM CD@ Tyrrell-demo-win10x64 @ Leavers + 5 ® Printe v"

o 670609%. OB fyrrcsomoowntonss | 005 @ e AWS Azure Blob Google MinlO Wasabi

Critic:
Secur

01/22/2025, 07:08:36 P ((fE8) Tyrrell-demo-win1oxga | O e

> Forensics Storage

»
L )




Additional Features




Feature: Cloud Drive Policies and Detections

Summary

Employees access, share, and download files via Enterprise
Cloud Drives on managed and unmanaged devices.

* FortiDLP now provides visibility and detection policies across
OneDrive/SharePoint, Google Workspace, and Box.

FortiDLP Solution

» Visibility into user and data movement across OneDrive,
SharePoint, Google Drive, and Box, including file sharing and
downloads across managed and unmanaged devices.

» Policies for detecting file sharing, downloading, and movement
activities across supported enterprise cloud drives.

* Integration with each platform’s data classification solution to
ensure data sensitivity and value is factored into policy logic.

Customer value and impact

« Comprehensive visibility into cloud drive activity and protection
against data exposure in corporate cloud drives, regardless of
device type or location.

User

Joy Jones
& Joy Jones
€ Joy Jones
& Joy Jones
& Joy Jones
& Joy Jones
& Joy Jones

Device

©
)
®
®
®
®

®

Severity

Info

Low

Info

Info

Description

&)
3]
&)
C

]

c})

Downloads vacation-plan.csv from Acme Corp | OneDrive
Login outside of usual working hours

Uploaded vacation-plan.csv to Acme Corp | OneDrive
Renamed sales-contacts.csv to vacation-plan.csv
Downloaded sales-contacts.csv from Salesforce

Login outside of usual working hours

Connected to HOME_SWEET_JONES

29



Feature: Slack and Teams Employee Coaching

Summary

+  Exposure of data within enterprise cloud drives can occur on both
corporate and personal devices, so employee coaching needs to
adapt to address managed and unmanaged devices.

..I ® Slack

Hello! “sales-contacts.csv”

] - - o . was downloaded
* Provide immediate feedback and training to users on any device Was this for valid business

when they violate cloud drive policies, notifying them of reasons?
unauthorized activities such as file uploads, downloads, or sharing. YES

FortiDLP Solution @ FortiDLP

* Initiate automated or user-driven remediation, including: NO

o Notification of automated remediation workflow (e.g., file _
. o o ’ (® It's 9:43 for Slackbot
sharing permissions altered to mitigate risk).

o User-driven remediation via one-click actions. 4+ Message Slackbot

e o

Customer value and impact
+ Strengthen user awareness and accountability by delivering timely,

in-context guidance that reinforces data protection policies during
everyday workflows.

- © Fortinet Inc. All Rights Reserved. 30
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Data Exfiltration from Cloud Drive to Device Prevented With Alert

Share & export

a
£ ..'.' Slack

< Global Sales

1group - 4 people - 2.01 GB

Share FortiDLP
Quick Access . Hello! “sales-contacts.csv’
was downloaded to iPhone 14.
Was this for valid business

reasons?

Manage access

Copy link

Copy of whats... Price Book_N... Send a copy

Print

@ It's 9:43 for Slackbot
Save as Google Slides file

2023
|
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How It Works




How FortiDLP Works: Overview
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How FortiDLP Works: Management Portal
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How FortiDLP Works: Endpoint View
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How FortiDLP Works: Cloud Connectors
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Demo
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Why FortiDLP

FortiDLP delivers the optimal balance of risk |nS|ghts and endpomt data Ios

Complete Visibility

Cloud, system, user, data, and
network telemetry, plus
organizational and origin

context.

Rapid Time-to-Value

Instant-on endpoint and cloud
sensors; visibility without
policy. Get protection from
day one.

I§.|

O

Cross-Platform
Protection

Data protection with dynamic
responses, from ingress to
egress, on managed and
unmanaged devices.

—

Accelerated
Investigation

Al-enhanced detection of
insider threat activity, plus
workflows that reduce time to
contain and respond. FortiAl
(Al Assistant) ups the game for
security operations.
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