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Fortinet Security Fabric e

industry’s highest-performing integrated
cybersecurity mesh platform

Secure Networking

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

é FortiGate SD-WAN
. Application-centric, scalable, and
Secure SD-WAN with NGFW

— FortiExtender
[ ] Extend scalable and resilient LTE
and LAN connectivity

FortiAP

Protected LAN Edge deployments
with wireless connectivity

:X: FortiSwitch
Deliver security, performance,

and manageable access to data

FortiNAC
Visibility, access control and

automated responses for all
networked devices

[P FortiProxy

‘ Enforce internet, compliance and
granular application control

Fortilsolator
Maintain an "air-gap” between
browser and web content

®
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Cloud Security

FortiGate VM
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiDDOS

Machine-learning quickly inspects
traffic at layers 3, 4, and 7

FortiCNP

Manage risk and compliance
through multi-cloud infrastructures

FortiDevSec
Continuous application security
testing in CI/CD pipelines

FortiWeb
Prevent web application attacks
against critical web assets

FortiADC
Application-aware intelligence for
distribution of application traffic

FortiGSLB Cloud

Ensure business continuity during
Unexpected network downtime

FortiMail
Secure mail getaway to protect
against SPAM and virus attacks

FortiCASB

Prevent misconfigurations of SaaS
applications and meet compliance

FortiCNF

Offers enterprise-grade protection
on Amazon AWS, with inbound
and outbound traffic inspection
and insights
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Zero Trust Access

FortiSASE

Enforce dynamic network access
control and network segmentation

ZTNA Agent
Remote access, application
access, and risk reduction

FortiAuthenticator
Identify users wherever they are
and enforce strong authentication

FortiToken
One-time password application
with push notification

FortiClient Fabric Agent
IPSec and SSL VPN tunnel,
endpoint telemetry and more

FortiGuest
Simplified guest access, BYOD,
and policy management

FortiPAM

Control & monitoring of elevated
& privileged accounts, processes,
and critical systems

oY
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Fabric Management
Center: NOC

FortiManager
Centralized management of your
Fortinet security infrastructure

FortiGate Cloud
Saas w/ zero touch deployment,
configuration, and management

FortiMonitor
Analysis tool to provide NOC and
SOC monitoring capabilities

FortiAlOps
Network inspection to rapidly
analyze, enable, and correlate

FortiExtender Cloud
Deploy, manage and customize
LTE internet access

FNDN

Exclusive developer community for
access to advanced tools & scripts

Free Training
Fortinet is committed

to training over 1 million
people by 2025

Free Assessment
Perform an assessment

in your network to validate
your existing controls Fabric

FortiOS
The Heart of the
Fortinet Security

FortiGuard Threat
Intelligence

Powered by FortiGuard Labs
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Open Ecosystem

The industry’s most extensive
ecosystem of integrated solutions

Fabric Connectors
Fortinet-developed

DevOp Tools & Script

Fortinet & community-driven

Fabric API Integration

Partner-led
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Extended Ecosystem
Threat sharing w/ tech vendors

Fabric Management
Center: SOC

FortiDeceptor
Discover active attackers inside
with decoy assets

FortiNDR

Accelerate mitigation of evolving
threats and threat investigation

FortiEDR

Automated protection and
orchestrated incident response

FortiRecon

Digital Risk Protection (DRP) for
early, actionable warning and fast
response

FortiSandbox / FortiAl

Secure virtual runtime environment
to expose unknown threats

FortiAnalyzer
Correlation, reporting, and log
management in Security Fabric

FortiSIEM
Integrated security, performance,
and availability monitoring

FortiSOAR
Automated security operations,
analytics, and response

FortiTester
Network performance testing and
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SOC-as-a-Service
Continuous awareness and control
of events, alerts, and threats

Incident Response

Service
Digital forensic analysis, response,
containment, and guidance

& D

Support & Mitigation
Services

FortiCare Essentials*
15% of hardware

FortiCare Premium*
20% of hardware

FortiCare Elite**
25% of hardware

hY

FortiConverter
25% of hardware

* FortiCare Premium is formerly 24x7
Support. Lower support price for Switches
and APs

** Response time for High Priority tickets.
Available for ForiGate, FortiManager,
FortiAnalyzer, FortiSwitch, and FortiAP

Communication and
Surveillance

FortiFone
Robust IP Phones w/ HD Audio

with centralized management

FortiVoice

@ Integrated voice, chat,
conferencing management, and
fax with centralized

g FortiCamera
[)gl HDTV-quality surveillance cameras
for physical safety and security

FortiRecorder
High-performance NVR
with Al-powered video
management software
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The Impact from a Lack of Time & Resources is Real

Too Much Noise Too Many Threats Too Little Talent

41% executives don't feel Lack of skilled personnel was
their security has kept up with gﬂéi/cogfgr;ﬁg\?vﬁl \g:l;?ﬁzg the #1 factor preventing
A . .
digital transformation? through 20232 companies from defending

against cyberthreats?

&
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https://thoughtlabgroup.com/cyber-solutions-riskier-world/
https://cyber-edge.com/2021-cdr-download/
https://www.securelink.com/wp-content/uploads/2022/08/SL_ResearchReport-State-of-Cybersecurity.pdf

How do | know what services & products my team needs?

Incident Response and Readiness

ASSsess @

Respond

%

Improve

© Fortinet Inc. All Rights Reserved.

ASSess

IRR Assessment

Ransomware Readiness Assessment
SOC Assessment “New”
Compromise Assessment “New”

Improve

Incident Response Plans

Playbook Development

OT & IT Tabletop Exercises

SOC Development Services “Future”

Respond

Ransomware Attacks

Business Email Compromise

Web Application Attacks

Advanced Persistent Threats (APT)



A
Fast-Track Your SOC with FortiGuard SOCaaS

Simply add-on SOCaas to any FortiGate device — a cost-effective way to rapidly deliver managed security services to your
end customers with operational efficiency and flexibility

Monitor, Detect, and Investigate Respond Improve

Let Fortinet monitor and investigate Fortinet security experts will notify teams in as A cloud-based portal with intuitive
FortiGate alerts and notifications 24x7, only little as 15 minutes and provide insights into dashboards, on-demand reports, and
notifying you when something is important what happened, why it happened, and what quarterly meetings with Fortinet Security
and needs attention. steps to take to remediate the incident. Experts allowing users to drill into

incidents, report up the chain, improve their
security posture, and reduce alert noise.

& 5

(e

Take Your Time Back Act When Needed Maximize Investments

——— © Fortinet Inc. All Rights Reserved. 8



Monitor, Detect and Investigate
MITRE Mapped Detection Use Cases

Cyber Kill Chain

PRE-ATTACK

WEARDHIZATION

Digiaty - signad cfiwes
t, Gelawns

RECOMNASANCE

Supply Coaln Mapging
Solarwnds

SOC Use CasesforIT

PREPARATION

FortiGate Best Practices

BEC Insaition

Ematet @

EXPLOITATION
Zarologin Expt

COMMAND & CONTROL
16T €2 Matwrke
Tikckbst

NSTALLATION
Targes o7
Exans

(v) avaiase (B)eeta (2)

©

" ACTION OM OBUECTIVES

Increosingly Wakcous 0T
Ransomware Extortion
Turgenad Susiness

Ineammugsion
[T

Use cases which detect misconfigurations, gaps in visibility & detection, and logging problems.

Use Case Description Fabric Device Log Source Availability
Davics Logging Froblems M1 Forticae ot applicasie [Q/\,
Device misconfiguratians =
{Tuning Freventive Cantrals) 111 Fortigse UT kogs )

=
Device Logging Probiems @B additional Fatric Devices Fabric Device Logs ()
Device miscanfiguratians .
{Tning Frevenive Cantrols) B Adasional Fatic Devices Fabric Device Logs @

RECONNAISSANCE

Reconnaissance

@avisee ®eera [

Use cases which detect techniques actively or passively gathering information.

m Usa Casa Dascription | Fabric Daviea Log Source Fabric Davica Logs & FertiGuard Servico

11 Forvigete Teatfic, IF5 &
TI585
. =
eetiDeceptor Scan Detection .\ji}l
risse | eusning forinformation | ||| Fertioate Ermal Ftaming ®

NOTE: Lise Case coverage evalves rapidly, please consult the test coversge puslished in FortiGuard st bitps:) bae fartiguard camiseeass!
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SOC Use Cases for OT

SOC Use Cases for detecting threats against Industrial Control System networks.

(V) AVAILABLE @557:\ (%) coming s

Initial Access

Use cases which detect compromised websites, applications, remote access, services or phishing
attacks.

MITRE ID| Case Description Fabric Device Log Source Fabric Device Logs & FortiGuard Service Availabiiity

tome | EXPoi Publc-Facng

Appiications 111 Forticate

#5115 (Industriad Secunity Services)

T0886 111 Forticate 95 1S lndustriet Security Services)

T0886 ot 'S 111 Feenicate Tratfic and Appiication Control

@ avaiasie (B eeta  (F) coMing s008

¥1) EXPLOITATION

Discovery

Use cases which detect when attackers are attempting to gain knowledge about system and
internal networks.

MITREID Use Case Description Fabric Device Loy Source Fabric Device Logs & FortiGuard Service

To84s | Remte Systemiscovery | ||| Forticate Trattc and Application Cortro

Compromised hosts, Intrusion, Unauthorized Access, Lateral Movement, Botnet / C&C and more

S0C Use Cases for OT

SOC Use Cases for detecting threats against Industrial Control System networks.

INSTALLATION

() mimanie (P) sera

Lateral Movement

Use cases which detect attempts to gain unauthorized access to systems on a network from a
presumably trusted source on the same network.

[ pre——p—————

roesg | Lrplofaten af Remate 11 Fortizate 1PS 15 findustrial Security Services|
Service

roes Hardcaded Credentials 111 Forticate Tratdic and Webditer

TO8EE Rt Services 111 Foigate Trafic sevd Application Control

Persistence

Use cases which detect attempts to keep access to systems across restarts, changed credentials,
and other interruptions that could cut off adversary access.

MITRE ID| Use Case Description

Fabric Device Log Sowce Fabric Device Logs & FortiGuard Service | Availability

To8E1 Hardcoded Credentials I Forticate Tratfic and Wesfilter

ORDER INFORMATION

Product Description

Managed Service SKU
FortiGate SOCaa$ Subscription FC-10-[FortiGate Model]-464-02-D0
' ' l | Managed FortiGate Service FC-10-[FortiGate Model]-660-02-DD
FCx-10-EMS05-537-01-DD
FortiClient Forensic

FCx-10-EMS05-538-01-DD

FCx-10-EMS05-539-01-DD

© Fortinet Inc. All Rights Reserved.




@ Improve

Continuously improve security posture to protect expanded attack surface

QBRs

= Quarterly Business Review
= Security Posture Assessment

= Feedback loop

Service visibility, feedback loop
to get most out of the service

Welcome Meeting

Review setup and identify gaps
Orientation on the service

One week after onboarding

Part of onboarding to ensure
customer success

Daily Interaction

= Service Portal Interaction
= Service Request

= Urgent Assistance

Chat, email and phone call to
ensure smooth communication

© Fortinet Inc. All Rights Reserved.
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@ Monitor, Detect and Investigate

Technologies and Process

Logs

@ FortiGate / FortiClient
ocg

FortiGate logs, FortiClient logs and telemetry data

MITRE mapped use cases and detection rules

@ﬂ Security Events G FortiAnalyzer

A Correlated Alerts /» SR
\ Automation/orchestration to reduce false-positives

: FortiGuard
Investigate e Human experts investigate and escalate incidents

——— © Fortinet Inc. All Rights Reserved. 12
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Follow The Sun Approach

Global Response Teams o : . .
99.99% 24X 7x365 Unlimited FortiGate & Security Fast & Simple

® soc et : : :
Availability Service Hours Log Capacity Fabric logs Onboarding
@ Data Center
Ingest Log Data

@ Disaster Recover

Frankfurt Prague

Burnaby Ottawa Germany cze%hia
San Jose canada Canada —— k
Toyko
Japan

us
- |
-

Critical Escalation Times
P1, Priority 1: 15 minutes P3, Priority 3: 90 minutes
P2, Priority 2: 45 minutes P4, Priority 4: 6 hours

© Fortinet Inc. All Rights Reserved. 14



@ Product and Service Integration

FortiGate FortiClient FortiEDR
(||
=0 5
aocaa

» & @ % @

FAZ Cloud FortiClient Forensics Managed FortiGate SASE Fortiweb Cloud

== © Fortinet Inc. All Rights Reserved. 15



SLA Matrix

Response time by severity

CRITICAL (P31, Priority 1) Escalation Time Phone: 15 min. Email: 15 min.

HIGH (P2, Priority 2) Escalation Time Phone: 45 min. Email: 90 min.

MEDIUM (P3, Priority 3) Escalation Time Phone: NA Email: 90 min.

LOW (P4, Priority 4) Escalation Time Phone: N/A. Email: 6 hours

© Fortinet Inc. All Rights Reserved. 16



Solution Architecture

Customer Success

Security

(SOCaaS)
* FortiGuard MDR

Detection Services
Network

* FortiGate
« FortiAnalyzer

LAN
* FortiAP

FortiGuard SOC-as-a-Service

* FortiGuard IOC and Outbreak

o
>

Users
(Students)

Notification & Response
: Recommendation

Neil Detected Security

((®)
(@) B

((®)

Wireless

O

©

Logs

=

FortiAnalyzer

Logs Cloud

Fortinet Inc. All Rights Reserved. 17




A
Fortinet’s Turnkey SOCaaS Solution — FortiGuard SOCaaS

Rapidly deliver analyst support, alert monitoring and triage, and recurring services to your businesses

(&3 FortiCloud & Services v © suppot v Change A

Take Back Your Time

SOC AS-A-SERVICE

@ Dashboard SOC MONITORING SUMMARY
© ers 1] m| Q B : - & o
» Supplement FortiGate log and o B B S " 2. L B
alert. m0n|t0r|n.g and trlage Wlth B Reports ‘~5"’*5'55V;' See details ALERTS BY STATUS ‘\ See details ALERTS BY SLA ‘ See details iaiis-a-risycmr,on Sief!.exm\s
Fortinet security experts ( 18 e 18
2 \J - -
» Reduce employee burnout and
recapture critical work cycles — E
» 24 x 7 global coverage with live . ,
human experts penenega 1 e fQ@Euemly bl oo 0
4 0 L et Q

-mw © Fortinet Inc. All Rights Reserved. 18



A
Fortinet’s Turnkey SOCaaS Solution — FortiGuard SOCaaS

Rapidly deliver analyst support, alert monitoring and triage, and recurring services to your businesses

€© Support w Theme: Light v  mzeumer@fortinet.com v
Act When Needed vocasascvice [T =
P a

@& Dashboard e | rovos

Alert Severity | Medium

D Alerts Alert-73684  Devicels) stopped sending logs to SOCaaS AertType | Loggi

- Escalation of confirmed issues Esacm @ gaaan | oo misoioronssss o

For more details about this alert, please go to SOCaas
Portal. You may add comments to Alerts on SOcaa$ portal

H |tt| 15 1 © My Assets ach SOC team for additional help. We rec

INn as littie as min Sty Rk ey 5 s Sl B O W
B Reports Description Fortinet SOC has detected Device Logging Issue for SOC-FGT10 (FGVMO4TM21004343) / FGVM

SLTM21002681.

Fortinet SOCaa$ Team

CONFIDENTIALITY NOTICE: The contents of this email
message and any attachments are intended solely for the
4 addressee(s) and may contain confidential and/or

* device name: SOC-FGT10 privileged information and may be legally protected from
* ip address: 10.10.0.227 disclosure,
« platform: FortiGate-VMé64

« serial number: FGYM04TM21004343

The logging status for the device mentioned below is down:

» Step-by-step instruction
on:

- What has happened
- Why
- Impact

January 9

4 Max

. Gedics e FOVRLIIMaz002c81 https:/socaas.mss.fortinet.com/socaas/cli_out/#/sec/inciden
* ip address: 10.10.0.226 response/alerts/587e0e75-5c6b-4416-a65e-

* platform: FortiGate-VMé4 dfd24185f5e2 Hi, | still do not know whats steps to take
 serial number: FGVMSLTM21002681 around modifications

L3

- Steps to remedlate Please, identify affected device(s). Resolve the issue to resume monitoring. e
hitp mss forth fsocaas/cli_out/B/seclin = —
. . cident-response/alerts/587e0e75-5c6b-4416- :
* Live support for any questions | aezeiesse J v
Logging
i © Fortinet Inc. All Rights Reserved. | 19



A
On-demand Reporting — Get the most from your investments

Pre-built reports & templates

I . FATINET. | SOCaas
Maximize Investments e | socss I |

* Fully customizable out-of-the- FGT Configuration Tuning Report SR TR
box reporting to highlight areas
of improvement and progress

* Quarterly meetings with ~~ Tiiiiiiiin | S ‘

Fortinet to discuss events, il
hardening tips, and overall —
i m p rove m e nt SOCaa$ Monthly Report S?craaivfevk‘ly Tipf)n

- © Fortinet Inc. All Rights Reserved. 20
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FGT Configuration Report

Understand what profiles are being hit the most and where areas of improvement are

SECURITY PROFILES : WEB FILTER

policy numbers,

Dynamic DNS, Proxy Avoidance, Unrated

'WEE FILTERING TUNING SUMMARY

Web Filtering Tuning

® Unrated: 91% (1,667,362)
1323-5k #  Proxy Avoidance: 9% (155,765)
Categories ® Mewly Observed Domain: 0% (321)
Mewly Registered Domaln: 0% (129)
& Dynamic DNS: 0% (4]

WEE FILTERING TUNING CATEGORIES

n Device (Security Profile)
1

This table shows the web queries to malicious/suspicious domains that are not blocked. It shows the URLs or hostnames, and the corresponding FortiGate names and

Below Charts includes websites from following categories{catdesc) - Malicious Websites, Phishing, Spam URLs, Mewly Observed Domain, Newly Registered Domain,

91

SECURITY PROFILES : INTRUSION PREVENTATION
This table shows the attacks observed in IPS logs that are not blocked, the signatures that are hit, and the corresponding FortiGate names, policy ids, Security Profile and
total hits.

Below chart are included only Critical, High and Medium Intrusions.

IPSTUNING SUMMARY

IP5 Tuning

® DNSServer.Spoofing: 60% (304) ®  lira Plugins.Jirawhitelist SSRF: 3% (15)

@ TCPSplit.Handshake: 18% (92) ® W502Management.Consolelogin jsp.Reflected X55: 2% (12}

® VMwarewCenterCVE-2021-21985.Remote Code Execution: 4% {20) ® Netgate pfSense.pfBlockerMG_Host. Header. Command.Injection: 2% (10
Apache Camel XSLT.Companent. KXE: 4% ( 18) ®  Atlassian,Bitbucket ServerCVE-2022- 36804, Command Injection: 2 % {10)

® Optilink. GPON RouterformTracert Remote. Command Execution: 3% (16) @  BelkinPlayMax 55ID.Command Injection: 1% (4)

IPSSIGNATURE TUNING DETAILS

- Device (Security Profile) Attack (Action) m % of Total
1 60

DNS.5erver.Spoofing(detected) 304

TCPSplit. Handshake(detected) 91 18
2 Apache.Camel XSLT.Component. XXE{detected) 8 2

Jira.Plugins.JiraWhitelist. SSRF(detected) 8 2

Optilink. GPON.RouterformTracert. Remote.

Command. Executionidetected) 8 2
VMwarevCenterCVE-2021-21985 Remote. 4 0
Code Execution(detected)

Atlassian, Bitbucket Server CVE-2022-34804. a a
Command. Injection{detected)

Belkin.Play:Max 551D Command.Injection{detected) 4 0
Metgate pfSense.pfBlockerNG. Host. Header. "

Command. Injection({detected) 0
WS02 Management.Console login jsp.Reflected.

X5S{detected) 4 0

MAICO T R P P g PR g oy . Y | '

Unrated 1664302
MNewly Observed Domain 39 0
Mewly Registered Domain 13 ¢]
2 Proxy Avoidance 155763 8
Unrated 11574 0
Mewly Observed Domain 144 1]
Mewly Registered Domain 62 1]
3 Unrated 1162 s}
Mewly Observed Domain 102 0
i Unrated 324 0
Mewly Observed Domain 7 i}
Prowy Avoidance 2z o
r 1Y
|

© Fortinet Inc. All Rights Reserved.
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SOCaaS Weekly Report

Easy to keep track of everything that’s been or being worked on — keep things organized

o]

Faog

T109

Toes

6742

F274

7054

Fais

F270

Fa5e

Fig

7198

TENANT

CREATED ON

0371172022
0é:15 PM

03/02/2022
0&:18 PM

0272372022
0%:12 PM

01/09/2022
1118 FM

03/18/2022
0&:30 PM

02/22/2022
07:54 PM

03/18/2022
O7:03 P

03f18/2022
12:57 AM

03/16/2022
04:08 PM

031472022
05:51 PM

03/10/2022
11:35 FM

RESOLVED DATE

03/15/2022
02:44 PM

03/15/2022
02:19 PM

03f15/2022
02:17 PM

03r11/2022
10:45 A

03/21/2022
03:20 PM

03/16/2022
10:22 AM

03/21/2022
04:37 PM

03/21/2022
0514 AR

03/22/2022
12:11 PM

03/17/2022
12:15 PM

03/15/2022
02:41 PM

MNAME

Malware Activity
detected from L

—_——

Malware Activity
detected from

Malware Activity
detected from

FCT detected
unhandled malware
from &=—" — 73

Malware Activiby
detected from e

Malware Activity
detected from e

High Risk Traffic
detected from

Malicious Email
detected from

Pa— —

High Risk Traffic
detected from

High Risk App Usage
detected from

Botnet traffic detected
to CnC server

E == & related

to IS =

STATUS

Closed (Risk
Accepted)

Closed (Risk
Accepted)

Closed (Risk
Accepted)

Closed (Risk
Accepled)

Closed
[Resolved)

Closed
[Resolved)

Closed (Risk
Accepted)

Closed (Risk
Accepted)

Closed (Risk
Accepted)

Closed (Risk
Accepted)

Closed (Risk
Accepted)

TYFE

Malware

Malware

Malware

Malware

Malware

Malware

High Risk
Traffic

Malicious
Email

High Risk
Traffic

High Risk
App

High Risk
Traffic

SEVERL.

DESCRIFTION

Malware detection in BT i
Sandbox detected Malware

Mction = quarantinefailed

File Name =

CoUsers\seniApp DatatLocal\ Packagesimicroso
ft.windowscommunicationsapps_Bwekyh3dBbhbw
etlocalState\Files\S0\28\Attachments\Baw cuer
NOMNOAHEH.

DzMNad7mTnCxobrdjeF DRgoguByVAhdSEIBSwTk
IZYPWLUIKIX[2639Lxhtm]

Malware detected on host W

Unhandled malware detections for files in

FCT detected unhandled malware from W

Unhandled malware declared in W

CQuarantine failed for w2 =

CryptoMiner detected an = -

Wirus detected in mail from & = =

Potential dataexfil from 2

Tar app detected

Fortinet S0C has repeatedly detected Botnet
traffic attempts Sunburst from = = ! to

CLOSURE NOTES

BYOD PC has been ban from = netwark

ran full malware scan, no malware detected.

ran full malware scan, ne malware detected, PCis clean

user was not connected to ems (possibly why the file failed to quarantine)
confirmed with user that file is no longer there
full av scan results are clean

file was quarantined and removed

manual scan via EMS came clean, archiving the case.

this is FGD

one time event

was a test

was a test

The traffic is being blocked by our FW.
W are not able to find the owner of this IP.

Endpoint Quarantine, ongoing investigation

© Fortinet Inc. All Rights Reserved.
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Differentiators
SOCaaS

One source of truth -
Fortinet Security Fabric

FortiGuard threat
intelligence visibility
across entire attack chain

Availability of technology
and technical resources




@ Onboarding

Get data into SOC for monitoring

Purchase
SKU for each FG

CjCC,

SOC Cloud FAZ

Register

license in FortiCare

On-rem FAZ or FAZ-cloud

Onboard f
Logs
from the SOCaaS Portal
a0 e
—1
a0
. © Fortinet Inc. All Rights Reserved. 25



Customer
sSuccess




Grand View University

GRAND VIEW W
earn what you love and you'll love to learn. UNIVERSITY

Grand View University
Founded: 1896

Headquarters: Des Moines, 1A

Our mission

» Leadership Inspired

* Meaningful Connections

» Transformational Opportunities

Leading the way

Our creative, innovative, hands-on learning style means that no two
experiences are the same. It's all about making your education your
own. Our theory? Learn what you love and you'll love to learn.

Servicing FortiGate Firewall Headcount of

Students 2 (High-range)
Campus 2K+ 300 APS+ 500+

Buildings Devices Employees

ights Reserved.



Business Driver 1

&)

Cyber insurance
requirements

Get ahead of cyber
insurance mandates with
Managed Detection and
Response

Business Driver 2

Too much noise

Due to the log and alert volume
it was hard to keep up with our
policy updates - driving us to
pursue a proactive posture

© Fortinet Inc. All Rights Reserved.

Business Drivers for Managed Security Services

Business Driver 3

24/7 operations

Costs ranged from the MSP,
to the MPLS lines, to the
impact of poor performance




Objectives for Managed Security Projects
GRAND VIEW W

UNITVERSITY

@0 © 0

Rapid Meet cyber Breath of Offload
deployment, insurance coverage and security
partner had a requirements capabilities expertise

breach

C © Fortinet Inc. All Rights Reserved. 29



Charter Schools USA

Across 5 States

80+

ghts Reserved.

N

CHARTER SCHOOLS.

e

Charter Schools USA
Founded: Jonathan Hage in 1997
Headquarters: Florida

CSUSA provides world—class educational solutions with:
* An unwavering dedication to student success
* An unyielding commitment to ethical and sound business practices

Providing a choice for our stakeholders that fosters and promotes
educational excellence.

Vision Values
F:SUSA will have a Ejramatic - Purpose
impact on the world’s next

generation — changing lives and * Passion
leaving a legacy. Our brand will be * Integrity
the standard by which quality is I

measured in education.

Headcount of

700+

Employees

FortiGate Firewall

20+

Devices

Servicing
Students

5K+



Objectives for Managed Security Projects

N

CHARTER SCHOOLS.

USA

@

Digital Central Optimize Offload
Transformation Management Migration security
expertise

C © Fortinet Inc. All Rights Reserved. 31



How Customers Continue to use SOCaaS

Fortinet’'s Security Fabric Interoperability to synergize

@ Continue vendor consolidation by taking advantage of
tools and simplify operations

Maximize product stack and the next deployment of
100 FortiAP’s by working with vendor expert services
to gain more out of our investment

Migrate 50 remaining sites to Fortinet's SOC as a
service offering to free up time for IT specific activities
(helpdesk etc.)

o T . Sl

! ! x . 4 e o ry. B P
© Syt e Al IRl Resprize. © Fortinet Inc. All Rights Réserved. @Foprietdry afd Confidential. =8

i =



Our SOC Journey

Over the past 6 years, our SOC has undergone an amazing
transformation. It started with a proof of concept, expanded to provide
monitoring services for our corporate network. In 2021, we started

offering SOCaas to our global customers, helping them tackle their
security challenges

Monitoring Customers from Protect

2000+ 10+ 650K+
FortiGates Industries endpoints
Skills Operations Centers Global

31 3 24X (1

Highly Trained Experts Regions Operation

C © Fortinet Inc. All Rights Reserved.




Y SOCaaS

Cloud monitoring, incident triage and escalation service

%

Monitor & Detect

Continuous
monitoring & rapid
detection using our

cutting-edge

technology

Investigate &
Escalate

Respond

Fortinet experts
delve deep into

Live experts
access around the

alerts, perform clock via our
investigate and service portal for
escalate actionable Immediate

alerts. assistance

© Fortinet Inc. All Rights Reserved.

Improve

Stay informed with
real-time incident
reporting and QBRs
for security posture
improvement

34



ne
SOCaaS

FortiCloud
Portal

How Does SOCaaS
Integrate into your Day

to Day?

Requirements

The following items are required to use FortiCloud SOCaaS:

® FortiCloud account to access the SOCaaS portal.

® FortiGate has a valid FortiCloud SOCaaS subscription.

® FortiGate and FortiAnalyzer are on version 6.4.5 or later.

® FortiGate is logging to an on-premise FortiAnalyzer device or FortiAnalyzer Cloud.

You are required to filter all confidential and personal data from all logs sent to FortiCloud SOCaaS.

Fortinet is not responsible for any customer logs that contain confidential or personal data.

Get Started

Or create an account if not registered yet.

OGIN NOW ’ REGISTER ’

© Fortinet Inc. All Rights Reserved.



¢ Service Portal

SOC AS-A-SERVICE

© My Assets

£ Services ¥ €) Support ¥

>My Products

S0CaaS

Welcome aboard to SOC as-a-service, srazavi@fortinet.com.

Let's get STARTED

Outbreak Alert Date September29

News on SOC

SOCaaS Cloud Portal Release 22.1 Beta Go Live on
Jan 12

SOCaa$ Preparation for SOC2 Compliance Audit

security Trer A Q&A with Fo

Corporate HowtoBuy  Products  Services&Support  Legal  Privacy TermsofUse  FAQ

Log Log Service
Collection Analysis Commencement

Theme: Dark v  srazavi@fortinet.com v

Make New Service Request

‘Our SOC team provides a variety of
services to enhance your SOCaaS
experience, including hands on
support for Device Onboarding,
Device Decommissioning, Portal
Access, Whitelist Request, and
much more.

Request

Microsoft Exchange Pro... tion Critical zero-day vulnerabilities that can allow the attacker to do a Remote Code Execution (RCE) on Micro... o

Resources
SOCaa$ User Guide =

SOCaa$ Datasheet

‘g Service Description

SOCaa$ Use Cases [
SOCaa$S Onboarding Form =

SOCaaS FAQ

© Fortinet Inc. All Rights Reserved.

Video Guides
-

FiZEATINET

Security Operations Center
as a service

Copyright ©2022 Fortinet, Inc. or its affiliates. Al rights reserved.
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(=) Service Portal — Incident Response

© Support ¥ Theme:Dark v srazavi@fortinet.com ¥

Bramium

SOC AS-A-SERVICE > Service Request-251 { New SN for 2 FGTs ) o

& Copylink [ 5& Comments S Q
05 Dashboard

) L | [PSE]  Service Request-251 NewSN for2FGTs January 12, 2022 January 12, 2022
@) Service Requests
© MyAssets Hello SoC Team,

Another 2 of my FGT now have a different Serial Number:

1)FGT_60

Old SN: FGVMO1TM21000874

New SN: FGYMO1TM22000073

2)FGT 65

Old SN: FGVMO1TM21000875

New SN: FGVMO01TM22000074

Could you pease onboard the FGT with the new SN

Thanks

January 12, 2022 at 504 AM
Device Onboarding f January 12 2022 at 5:47 AM

Completed € January 12, 2022 at 5:45 AM

DOBEE OBm

Devices onboarded

C © Fortinet Inc. All Rights Reserved. 37



=

Service Portal — Reports

Continuous Security Posture Review

F RTINET | SOCaaS

SOCaaS OT Report

Report Date: March 16, 2023 20:08
Data Range: 2023-02-17 00:00:00 2023-03-15 23:59:59 PDT

% ot = A
D ~
\L =y === S
o =2
- -
s S

ring Report ition Tuning Report

20:08 8
00:00 2023-03-15 23:59:59 PDT ) 2023-03-15 23:59:59 PDT

\:\Q ., . ./\'4‘1-7/",«;%,:/

© Fortinet Inc. All Rights Reserved.

;tion Report

)3-15 23:59:59 PDT

2ekly Report

15 23:59:59 PDT
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@ Multi-tenancy Support

Designed for MSSP partners

Partners can subscribe to SOCaaS for each deployed device, enabling seamless delivery of SOC
services to their clients.

Monitor e

SOCaaS Team Investigate

» (Zel) (@D

>

Subscribe Onboard Use SOC service @

= S

Improve

Respond

® Partner © Fortinet

C © Fortinet Inc. All Rights Reserved. 39
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@ Onboard SOCaaS as An MSSP

Partners can onboard as an MSSP to provide SOC services to their clients

© Fortinet Inc. All Rights Reserved.




@ MSSP Service Portal

MSSP portal has a central dashboard for all clients with the ability to select and view individual
client dashboards. Clients can log in to their individual portals to view their respective dashboards.

@ Support ¥

% Services ¥

(=) FortiCloud 0

SOC AS-A-SERVICE * > Dashboard

Dashboard SOC MONITORING SUMMARY G

Alerts o

Service Requests M

My Assets
ALERTS BY
CLIENTS

"

27
‘v

See details

Reports

Forensic Analysis

1.0K
A
f \ /‘ i e
600 a /
f \\ \ / \ /
00 [\ \\ / -
[ A8\ w
0 yi
[‘ (“// |/
; !
>oland
7 rmoe: Kazskhstan
amn ARSI v
H =
How to Buy Products Services & Support Legal Privacy

Corporate

5 288

ALERTS BY
SEVERITY

AVERAGE LOG RATE (per second) G

13K

ed Endpoints

]

See details

7 )

R A
| . A /r\/‘x

'v' / \/ ,\ / \
\ / \ / \

\/ \/

V Y

Mongol

Termsof Use  FAQ

Theme: Light Vv

demo-single-master@demo.com ¥

All Clients ~
All Clients
MSSP: S5P Last 90 Days Vv ¢
Client: FBurnaby
Client: rtMIS
Client: Demo Client
Client: Test Client
> » \\Il/
® === : "
nitored | Processed Logs Security Event riaged Alert lated Ale
ALERTS BY See details ALERTS BY SLA  See details OPEN ALERTS BY CATEGORY See details
STATUS
0 Botnet 1
27 F ( n\UR 1
LOG COLLECTION BREAKDOWN @ THREAT DETECTION TREND G
Events @ Traffic @ UTM Security Event @ Traiged Alerts @ Escalated Alerts
250.0K 100 1 —
I - N . A
\ / v r \ 7 S | /
1 YN f T\ [
=g il riigigh, W WA
50.0K —
gLl il |
3 Norway JTIE TS EE D™ ., (PRSI
United
Canada Kingdom
Poland
b~ = Germany Ukraine il
- - e Haly
I North nited States =S g onan
Copyright ©2023 Fortinet, Inc. or its affiliates. All rights reserved. 222 § W 3 [ 41



¢.> FCT Monitoring & Forensic Analysis

@ FortiCloud %8 Services ¥ @ Support ¥ Theme: Light v  czhao@fortinet.com ¥
SOC AS-A-SERVICE % > Forensic Analysis
Q & ¢ =
Dashboard
Total Request &)
Alerts
ID<Y Createdon =Y Modifiedon <Y Requestedby <Y Hostname <Y Status <Y Forensic Service Request <Y
Service Requests
11 18/01/2023 18/01/2023 Carrie LAN-FSW-GUEST In progress FA-SR-35
My Assets
12 18/01/2023 18/01/2023 Ali LAN-FSW-USER2 Completed FA-SR-47
Reports 13 18/01/2023 18/01/2023 Jeason LAN-FSW-USER1 @ Cancelled FA-SR-26
Forensic Analysis
Page 1 0of1
amn . i
C © Fortinet Inc. All Rights Reserved. 42



NIS2 Technology Mapping

Promoting an Integrated Security Platform for Automation, Orchestration, and Compliance

(@) [n][=4]

Asset Management

SIEM NGFW )
N

Access Control to Networks & Assets l“ | E@] I@l I 2 l [ Hﬁ
NGFW NAC 1AM EPP 2FAs Proxy y

2] | \!Hml[@a

NGFW Switch WIFI 2FAs Proxy Yy

Access
Control

Segmentation, Protection & Response

Events, Alerts and Incident Detection {@) | mﬁ [ (Bl

Logging &
Monitoring

Network
Segmentation

SOAR SIEM Logger

ElSiEs

Config Manager SIEM Logger Tester

© Fortinet Inc. All Rights Reserved.
umw

Single Pane
Management

-G

Threat
Intelligence

- @

Interoperability
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