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What ASM
solutions do?

First:

It finds all external
targets - as seen by
attacker




Why is it
important?




How discovery works?

. 8
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« Just enter e-mail address

* We analyse: business intelligence databases, DNZ zones, IP
topology, whois, certificates, web pages content, etc

« We run an undetected scan



__

What Randori does?

/
lzes targets based
/ how tempting they

/are to attacker
/
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© Can ASM

deal with
this?




SCREENSHOT VENDOR, SERVICE, VERSION, TARGET LOCATION PRIORITY TEMPTATION

86f9ab0f-65d1-4f7d-920b-4293137e3860

The PHP Group, PHP, 5.2.6

dc157b79-ad92-4e5d-948b-49bad71359a8

Jenkins, Jenkins, 2.303.3

I X posed D B a9d9aa28-80ec-4f60-8f18-8d8534fa26a4

Oracle, MySQL, 5.7.40 @
P I ? - c17fd775-f7f1-47f9-9038-910ab3cfb484

a I I d ‘ \ o [ MariaDB, MariaDB, 10.3.38 @
8e264f9f-922c-4aed-ac95-68ddf79eff74

No Screenshot

The PHP Group, PHP, 5.5.38
099dfb3f-de02-4002-84bc-e21a926d60a3

Medium

Rock Lobster, contact-form-7, 4.3.1

This is classic Randori use case B o osorco0saon afocsatesTTadnee
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BTW... our last month
findings...
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» EOL 2016

/ « Unencrypted login
/ + VNC, RDP, SSH...

« Open space webcam




Stolen password

» Two options:

» Password DB bought on darknet
» Phishing
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How to protect password?

Check “the lock”

heck “hostname”

/ » Do not re-use password
/ » Which of above rules IT guys do not care about?




How about “the lock”?




Hackers think they are
predators




In fact they are predators

e _ i W & &7

Because as every predator
they are lazy and opportunistic

They kill the weakest animal




How to boil a frog

Do not let your users and employees to get used to bad certificate hygiene!
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“Buy | already own
a VM scanner”
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Can VM \
scanner deal
with this? (



Hey, but my scanner also checks this...

* Yes, but it needs to know where to check
* First Randori!
* Then scanner!

of assets are unknown

or unmanaged to an
organization due to
rapid transformation.

/in10

organizations have been
compromised by an
unknown or unmanaged
asset in the past year.






So you “only” do
reconnaissance?
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Interested?

Let’s check your attack surface
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