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How to move from audit compliance to comprehensive program?

Leading Insurance Company Strengthens Security, Boosts Regulatory Compliance

And Delivers Digital Transformation

GOAL

Provide password rotation for selected
databases, enforce standarization in
privileged access with tiering model

SOLUTION
CyberArk Identity Security Platform to

strengthen security and boost regulatory
compliance as the business consolidates

RESULTS

« Effective privileged access management
strategy

» One solution for many use cases

» Unified identity security program for ZTA

i

Customer
Case Study
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Privileged access protection in details
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CyberArk ldentity Security Platform

® Bartosz Krynski

Welcome to CyberArk

Secure Cloud Access i & @ v
Secure Cloud Access

Introduction

S8 Q

{@ @ a k surface and enjoy secure access to cloud management and services with zero standing permissions
Policies Cloud Secrets Hup Conjur Cloud
Entitlemnents _
Mamzger o learn more about onboarding, see the docs [
Setup ~
c O o
Identity Audit Identity Security
Administration Imteligence
Connector
T paces Create web apps for the User Portal Define access policies
Use Cloud Entitlements Manager to provide In Identity Administration, add yeour cloud After your cloud workspaces are onboarded,
access to your cloud werkspaces you want to waorkspaces as web apps. you can enable members of your

secure. organization to have just-in-time access to h
Learn mare [3 their cloud consoles

Onboard your cloud workspaces [ Add web apps (2

Define an access policy »

N



Common IDENTITY Issues with external vendors

Conventional Approaches
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CyberArk Vendor PAM Architecture

Datacenter

__________________________________________________
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User Remote Access
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Passwordless

Biometry on mobile device
Agentless solution, no VPNs needed I et e '
End-to-end encryption : Target Devices

Fast provisioning e L L L L L L P L e e P ey

cyberark.com



It's demo time!

Katarzyna Bartek

Business

Security Admin

cyberark.com
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e Sign-in with Remote Ac

C & auth.alero.eu/al calm enid-connect/: ent_i r0.Pe edirect_uri=h

Europe V
e REMOTE ACCESS
Sign in to Remote Access
Scan QR code with the CyberArk Mobile app
The CyberArk Mobile app is available for iOS and Ar ®
p— - . o
S —
} > n in without the ( Viob D
3
Your data will be used in accordance with CyberArk's Privacy Policy
Copyright © 2023 CyberArk Software Ltd. All Rights Reserved
®
ia £ - N i 512 AM
HJll © Type here to search =) a nm 2 = ™ 'O Sign-in with Remot.. \I 9/8/2023




CyberArk Remote Access - You've received an invitation to join BKrynskiEU - Message (H... L Search

File Message Help

@l = D" e* <<—_') — ‘ ﬁsharetoTeams All Apps ('E Mark Unread EBV P]v FE]'v

N A
CyberArk Remote Access - You've received an invitation to join BKrynskiEU
Reply = <) Reply Al —> Forward
CyberArk <noreply@alero.eu> © | O Reply 4 VRS orwar @
lo @ Katarzyna Plocke Fri 9/8/2023 10:16 AM
@ If there are problems with how this message is displayed, click here to view it in a web browser.
CyberArk Security Warning: This is an external email! =
REMOTE ACCESS
You have been invited to join BKrynskiEU using the CyberArk Mobile app.
Trouble clicking? Use this URL:




z @ 1w} e CyberArk Remote Access x  + = ] e

<« 7 (3 https://portal.alero.eu/tenants/11eabba8792fd95082862790fae5ecd0/vendors-console/applications A Y C & o o= G @R

_|_

BKrynskiEU applications R @ synsieu ) Katarzyna Plock

Access details

Time frame: Sep 08, 2023 - Sep 10, 2023
Allowed working days: All week
Allowed working hours: All day

L Invited by: Bartosz Krynski (Administrator)

Privileged Access Manager (PAM) applications Y
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Site name: Cyberark Datacenter Warsaw v13
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Threat Mitigation Techniques

>

Leading authorities consistently rank these critical controls as priorities:

—— ——0— ——— —0—

Control Admin Rights Application Allowlist Application Patching OS Patching
Controlling or removing Controlling applications Patching applications Patching operating systems
admin rights to prevent allowed to execute against known vulnerabilities against known vulnerabilities

attackers from escalating
privileges and moving
laterally

(OPSN S GCHAO C3=ST USGCB
HIP/% WDSS sarb —§|°§ l -

..Detection technologies are much further down the list
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ENFORCE LEAST PRIVILEGE AT THE ENDPOINT

Y )

- -

N ‘2 )
L3
. XY
‘-l"f’/"—' N"|:|:}
o’ =2

Least Privilege Application control JIT elevation
Remove local admin rights on Windows Software inventory, application groups and Policy-based audited JIT sessions with
workstations, servers, and Macs. policy-based start-up and privilege control MFA step-up

PROTECT FROM RANSOWMARE AND DEFEND CREDENTIALS

=) (@)

Credential defense Ransomware protection Privilege Deception

Active protection for Windows and Multi-layered protection at every stage Deception components in the attack path.
browser credentials and credential stores of attack @
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CyberArk Secrets Management Solutions ~ "**®

Extend PAM to secure all application secrets, everywhere across the enterprise

r N [ N 7 3

Secure COTS & Bots Secure n-tier / Static Devices / 10T
Homegrown Apps

Secure Cloud Native Apps and CI/CD Pipelines
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Container Public cloud DevOps RPA - Secu.rlty ITOPS Customapps  App servers IoT/OT mgmt.
platforms tools & automation solutions latf
Over 200 platiorms
out-of-the- . /\ A RAPIDF)
ALTOMATION U Apache
box ‘@‘ S > @ _.vawuznz servicenovw gz Bpmote PhOSphOI‘US.
integrations Google Cloud Platform @tenab'e- B N
g - Uipath bme wereon
P e st e ere
+ OPENSHIFT @ @ ng|y5, P E;T.N
community — - Tarraform blueprism i ‘) ORACLE'
supported / \ . aaua APPDYNAMICS WEBLOGIC SERVER
PP \Q/ aws ®harness Gmb Automic’ 729 oo -
i} Twistlock * JBoss
e
e
ForeScout

A

Credential Providers (CP/CCP/ASCP)

\

l

cyberark.com



BEEENo

Legend

Strategy Refresh
Access Controls
PAM Controls

Least Privilege Controls

Secrets Management Controls requirements different Customer optimized access

|dentity Security project plan

“ﬂ“"

Enforce credential
Meet audit boundaries, exchange 3rd party Vendor

solutions

ECRET
SECRETS MANAGEMENT MASN :GEMiNT LEAST PRIVILEGE

Enforce efficient
authentication for
selected important

identities

RPA and security
tools secrets
security

DevOps Secrets

. Least privilege on
Standardization

workstations

Identity management
process automation

bako tech

cyberark.com




CyberArk |Identity Flows

Decision Take Action Cl

0

Approve Create Identity / Credential
»
@ — Wi
Deny Send Summary to app of choicer
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Key Features

é )

|
ACCESS CONTROL

Provision granular access to
applications and provide advanced
authorizations to access app data

é )

g

CONFIGURABLE WORKFLOWS

Easily create complex workflows to get
any data into any app or take actions
based on specific triggers

\J

GATHER AND TRANSFORM ANY DATA

Use structured or unstructured data in
ANY app(s) with 3000+ connectors and
built-in logic

()

NO-CODE INTEGRATION

Integrate and automate any
combination of apps with any identity
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CyberArk |dentity

cyberark.cloud,

" CyberArkdentity (@) Google () Outlook 'S5 IT Portal (€ The Hub Confluence [JLab [ CyberArk (. CyberarkITCC Portal [ CyberArk Bookmarks [jll MyDocs - WorkDocs [J POC &5 Course Manager + CHOP Philly Spin-In... % Identity Developer [ other Bookmarks

You have naot yet set up your Phone PIN. Click here to setup now. b 4

Applications ® sabe Ruth

Q Custom 4 =+ Add Apps L)

All Apps

Applications

@ Account @ i W i

g., Identity Certification Safe Access Request Vendor Alpha Web ...

C’J Online help
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Different Environments Require Different Methods

Secure access for human identities at every layer of your cloud estate.

Use Case Methods Environments
Secure access to Third Session protection + ’ N\ a"-c >
. . salesforce endeSk
party SaaS apps. monitoring . workday DATADOG
- 7 , )
, 256 server == Jndows - Linux 6
Secure access to lift-and- Vaulted, Isolated access . -
shif’E wc?rkloads running for standing accounts & servicenow & cHeck PoINT
inside the VMs. system access A 2% paloalto@ ORACLE
. A\ =l windows %
Selfluredaccessl tOd Dynamic, Just-In-Time Linux 6 W Server kuber.netes @
workloads ON clou access . o225,
Infrastructure (1aaS). @ PostgreSQL e redis @9 docker
aws | /I a)
Secure access to CSP Native, Zero Standing 7 A éZU € oo
services IN the cloud. Privilege access . ] . @ Od VS [ & & @
PO 220 OO
\ J

Copyright © 2023 CyberArk Software Ltd. All rights reserved
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What's In Common?
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< Enter your username (user@domain)

Remember Me
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Terms of Use Privacy Policy
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Resource Groups ~ *

History l | J Group  AZ
Console Home
* 3 @ Compute mm Blockchain ]ﬂ Analytics Fjj Business Applications
* Amazon Rekognition EC2 Amazon Managed Blockchain Athena Alexa for Business
o * LAM Lightsail EMR Amazon Chime &
% . . Lambda CloudSearch WorkMail
ik * Clouawten Batch &F sateliite Elasticsearch Service Amazon Honeycode
Lambda Elastic Beanstalk Ground Station Kinesis
Serverless Application Repository QuickSight &
AWS Outposts _ Data Pipeiine [] End User Computing
i * o S Cai il Sl e T EC2 Image Builder @ Quantum Technologies AWS Data Exchange WorkSpaces
Vidao sl piuspeaniny Amazon Braket AWS Glue AppStream 2.0
AWS Lake Formation WorkDocs
et A0 8 -3 e Storage MSK WorkLink
Lin — 83 @ Management & Governance
' ~Je——_ EFS AWS Organizations
. Cloudwatch @ Security, Identity, & 4l Intenet Of Things
5 Glacter AWS Auto Scaling Compliance 0T Core
Storage Gateway Cloudrarmation 1AM FreeRTOS
l AWS Backup CloudTrail Resource Access Manager loT 1-Click

It's a new attack vector, 50% increase in attacks targeting Chrome browser

*WatchGuard, "Internet Security Report, Q2 2022," 2022



https://www.watchguard.com/wgrd-resource-center/security-report-q2-2022

Introducing CyberArk Secure Browser

& NewTab  Jira % | @ Cyberark 0 voutt = | A Attl x | aws am, x| w2 Jfrog * | G NN x| 4

< =20 o @  https:/cyberark-identity-homepage.com

=4

Google

Q_  Search Google or type a URL

-] n [ ®

Noun Project DPaMN DN WhatsApp Dribbble

® =) w 0

(224) Pinterest Spotify User Portal Facebook

-
®

Shutterstock

+

Add shortcut

0 Secure Browser

Applications
aws /S i')
AWS Azure GCP

Kubernetes Docker Lacework
See more

Privilege Cloud - Targets
Helpdesk_ad6578078@ma.com
https://cyberark smartfile.com/

Helpdesk_ad6578078@ma.com
https://cyberark smartfile.com/

Helpdesk_ad6578078@ma.com
https://cyberark smartfile.com/

See more
Jira tasks

DIGI-6488
Error 500 on pcloud-pvwa-um-...

DIGI-6488
Error 500 on pcloud-pvwa-um-...

DIGI-6488
Error 500 on pcloud-pvwa-um-...

DIGI-6488
Error 500 on pcloud-pywa-um-...

TA

DIGI-6488

L Error 500 on pcloud-pvwa-um-...

See more

Extend Identity Security controls to web browsing
on managed and unmanaged devices




Sign-in with Secure Web Sessic X B == o X

< X & auth.digiinnovation.net/auth/realms/users/protocol/openid-connect/auth?response _type=code&iscope=openid&ForceAleroAuthentication=false&client Sws.Portal&istate=B8I159 2 W ® » 0O Q

gal_datacenter Vv

@2 CYBERARK® Secure Web Sessions

Sign in to SWS portal

Scan QR code with the CyberArk Mobile app
The CyberArk Mobile app is available for iOS and Android

IE-?;r k(=]
s

.Q_l- i

Your data will be used in accordance with CyberArk's Privacy Policy

Copyright © 2023 CyberArk Software Ltd. All Rights Reserved

Waiting for auth.digiinnovation.net






Cookieless Browsing

Copyright © 2023 CyberArk Software Ltd. All rights reserved @ CY B E R A R K :



c User Portal x 8 Word | Microsoft 365 % 4 v —

C O & microsoft365.com/launch/word?auth=: Q& 2 % @ C » 0O
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@ o You edited this
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@ Al (© Recently opened &8 Shared vy Favorites Filter by | i = Filter T Upload

Name Modified ¢ Owner Activity
@ CyberArk Secure Web Sessions Exten... * now
Document1 = = ’
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- : step recording of Office 363 starte

Document?2

;-

2h ago Dima Barbc 7 Youeuncurms [l |




e CyberArk - Privilege Cloud x + L7 — m} »
< C @& html5ga2.integration-cyberark.cloud/privilegecloud/Accounts o 2 T

' Apps CyberArk Bookmarks Alero Secure Browser

Accounts View

& CYBERARK
-~
x = Filter Q Ad hoc connection Add account | v \(;:7\

Help

MICAAA Aemim ™ e st

AN 441C 3797 AT

a Privilege Cloud 11
Views Recent Saved
My accounts Status Operational state
C(?j System Health
All accounts (default) Disabled by CPM Scheduled for Change
Recently used Failed Scheduled for Verification
@ Accounts i g ) T
= Favorites Newly added Scheduled for Reconciliation
Checked-out Deleted Successfully Reconciled
v Show more
Accounts Feed v
e e v 11 results for: All accounts @ Additional detalls & actions in classic interface
Privileged Sessions v 7 Status Username Address Platform ID Safe T
o w7 dima.barboi aws.amazon.com/co... AWS Alero vt s |
Policies v
V¢ dima.barboi https://console.cloud... GoogleCIoud{lj Alero ‘
<]  Applications 7 dima.barboi MySQL Alero
ool Repiirts 7 - centos 10.115.213.85 UnixSSH Alero
7 - administrator 10.115.223.36 WinDesktopLocal Alero
@ Administration & p s i i
b ¢ caadmin 192.10.17.3 WinDesktoplLocal Alero
7 administrator 192.3.10.220 WinDesktopLocal Alero
7 : AKIASM3WINGUSXKS... Notification Engine
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Contact us if you have any questions!

Katarzyna.Plocke@cyberark.com Armands.Alvaters@bakotech.com Bartosz.Krynski@cyberark.com
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