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https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
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• Launch 1934

• Participated in the Italy-Ethiopia war 1935

• World War II – part of the British Fleet 1939 – 1941

• February 1941 – return to Australian water

• November 1941 - lost

HMAS Sydney 
(Her Majesty Australian Ship)

The Royal Australian Navy
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Captain Joseph Burnett
(26 December 1899 – 19 November 1941) Source: Australian War Memorial by G. Hermonm Gill

HMAS Sydney 
(Her Majesty Australian Ship)

The Royal Australian Navy

HSK Kormoran
(German Auxiliary Cruiser -

Kriegsmarine merchant raider)

(Illustration)

Captain Theodor Detmers
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645 Australian sailors went 
missing on 1941, wreckage has 
been found on 2008, only one 

body has been identified in 2007
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There shouldn't be such ships at 
this area

'Straat Malakka' specifically had 
nothing to do there

They didn't expose their flag from 
the first place (reason to suspect)

They didn't respond to the secret 
code (MFA...)

A merchant ship doesn't and 
shouldn't ignore a war ship

ZERO TRUST

IAAAA
(Identity Authentication, Authorization, 

Auditing, and Accounting)

These were NOT implemented:
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- Social engineering and 

multiple MFA attack 

vectors 

- Harvesting credentials for 

a PAM solution that 

allowed the attacker to 

gain high-level access, 

escalate privileges and 

exfiltrate.
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Strengthen security through high authentication assurance, drive superior MFA user experience 

Add an Extra Layer of Protection 
before granting access to corporate applications

MFA EVERYWHERE 

Protect a broad range of 
use cases and resources

MULTI-CONTEXT RISK-AWARE 

Leverage machine learning for behavior-
based MFA

STANDARDS BASED BROAD 

AUTHENTICATION

Broadest choice of authentication factors, 
including Passwordless factors. Support 

for FIDO, OATH, RADIUS

COMPLIANCE REPORTING AND 

VISIBILITY

Visibility into MFA adoption across the 
entire Organization based on best 

practices such as NIST
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SINGLE SIGN-ON

A single identity to login to all cloud and 
on-prem apps leveraging SSO standards 

CIAM - Customer Identity Mgt

Widgets, APIs and SDKs for every aspect of 
integrating identity and access 
management into your apps 

Enable one-click secure access to your cloud, mobile, 
and legacy apps from any device

Ease App Onboarding and drive productivity with anytime, anywhere access

CENTRALIZED PASSWORD MGMT

Single console to federate with IDPs, define 
security policies and generate security and 

compliance reports

SESSION PROTECTION

Business sessions recording, continuous
user authentication, session protection
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SYSTEM 
ACCOUNTS

OPERATIONAL 
ACCOUNTS

APPLICATION 
ACCOUNTS

Accounts with built-in
passwords that must be 

vaulted and used in 
break-glass scenarios

INTERACTIVE INTERACTIVE NON-INTERACTIVE

Accounts created with 
the purpose to provide 

operational, 
administrative access

Accounts created for the 
use within / by 

automated processes 
and applications
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Vendor

Developer

AdminA
D
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Standing Access

Just in Time 
Access

Dynamic Privileged Access

▪ Just in Time Vault-less Access

▪ Brokered & Monitored Sessions

▪ Ephemeral Access

Secured, Remote Access

Privileged Access Manager

▪ Vaulted Credentials

▪ Credential Management

▪ Monitored Sessions

EPM
Least Privilege Enforcement
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APPLICATION, ROLE, POLICY 
COMPLIANCE

Automate onboarding and manage roles 
and policies.

DISCOVER ACCESS

Find all access and entitlements 
associated with users.

CONTINUOUS COMPLIANCE

Workflows, analytics, reports and 
dashboards.

CERTIFY ACCESS

Continuously review and approve 
access based on risk.

John Smith

PAM Vault

Root
Privilege

View 
Safe

E3
License

Admin 
Profile

Identity Application/Role/Policy 
Configuration

Grp1 
Policy 1

Key Features
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ACCESS CONTROL

Provision granular access to  
applications and provide advanced 
authorizations to access app data

GATHER AND TRANSFORM ANY DATA

Use structured or unstructured data in 
ANY app(s) with 3000+ connectors and 

built-in logic

NO-CODE INTEGRATION

Integrate and automate any 
combination of apps with any identity

CONFIGURABLE WORKFLOWS

Easily create complex workflows to get 
any data into any app or take actions 

based on specific triggers 

Key Features
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Management

Secrets
Management

Cloud
Privilege 
Security

• Endpoint Privilege 
Manager: 
Workstations & 
Servers

• Secure Desktop

• Privilege Cloud & 
PAM Self-Hosted

• Vendor PAM
• Dynamic 

Privileged Access

• Secrets Hub
• Conjur Cloud, 

Enterprise & OSS
• Credential 

Providers

• Secure Cloud 
Access 

• Cloud 
Entitlements 
Manager

• Identity Lifecycle 
Management

• Identity Flows
• Identity 

Compliance

• Secure Web 
Sessions

• SSO & Adaptive 
MFA (Workforce 
and Customer)

• Workforce 
Password 
Management

Identity Security Platform
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Build your plan with Blueprint

26

Identity Security 
Program Framework

Measurably
Reduce Risk

Lessons Learned
in Battle

Full Scope of 
Identities
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Stage 1 (Sprint)

• Windows Server Local Admins

• Hypervisor Admins

• Domain Admins

• Cloud Admins (TOP) 

• MFA, SSO for Privileged users

• HSM, SIEM Integration

• IaaS Cloud admins

• 3rd Party Security Tools (ie. Vulnerability 

Scanners, discovery tools) & RPA 

• MFA, SSO for Business users - Pilot

• Password storage for business users - Pilot

Stage 4

• Named DBA

• Network & Infra Admins (ALL)

• Client-Server apps (TOP)

• ITSM Integration

• All Workstations

• Static Apps (ALL) 

• Administrative Scripts (ALL) 

• Client-Server apps (ALL)

• Windows Services

• *NIX Servers

Stage 3

• Database Built-In Admins

• Out of Band Access

• Critical Windows Services

• Windows servers

• Business user workstations

• Dynamic apps - CI/CD Pipelines (ALL)

• MFA, SSO & Lifecycle Mgt for (ALL)

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

FY 2023

Q1

Legend

Strategy Refresh Point

Remote Access & PAM

Least privilege

Secrets Management

Workforce Identity

*   To be finished

** To be verified with business units

FY 2024

Q2 Q3 ...

Stage 5

FY 2022

Stage 2

• Privileged AD Users

• Windows Workstation Local Admins

• CI/CD Consoles

• *NIX root accounts & SSH Keys

• Privileged Remote Access – Admins 

• Privileged Remote Access – 3r Party Vendors 

• Cloud Admins (ALL)

• IT Admin, Developer workstations

• Dynamic apps - CI/CD & K8s – (TOP)

• Static Apps (J2EE) an admin scripts (TOP) 

• MFA & SSO for critical saas apps 

• Lifecycle Mgt – Pilot

• Business session monitoring

• Password storage for business users
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cyberark.is/identity-security


