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/ero lrust Overview: Adopt an Assume Breach Mindset

( » REMOVE IMPLICIT < ]

Devices may not be TRUST Resources may not be

Enterprise Owned Enterprise hosted

( ) ( )

Enforce Policy,

SUBJECT i RESOURCES
. y and \_ y
Authorization
L CONTINUOUSLY PRINCIPLE OF j
MONITOR LEAST PRIVILEGE
IDENTITY DEVICES NETWORK / APPLICATION DATA

ENVIRONMENT WORKLOAD

IMPLEMENTATION PILLARS

https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
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Devices may not be lmp“Clt Trust Resources may not be
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r : N
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The Story of HMAS Sydney

) L | *

— — * HMAS Sydney

I % * (Her Majesty Australian Ship)
* * The Royal Australian Navy

* Launch 1934
 Participated in the Italy-Ethiopia war 1935
» World War Il — part of the British Fleet 1939 — 1941
» February 1941 — return to Australian water
November 1941 - lost




The Battle between HMAS Sydney and HSK Kormoran

NO TRACE OF HMAS
SINKING RAIDER ' .

No Survivors Located

Australian Nav ,hminiug al'u:ran eu?gamcnlwnhn heavily-
armed encmy z:uchant raider. ¥

No survivors from the cruiser’s complement of 645 officers
and ratings have been located.
This news was relensed

t by the Prime Mmluu(M!-Cm) Y
Board: “The Government re-

i Curlle eiealng et =0 com (W aphwia i recitiena’ 5t e | Was Our Fiflh
Ly 3 e l'rﬂ Bz'ggcsl Warship

e
AL VAN, M
AAY ralas, 3

SYDNEY AFT ER

u"m s0%ErH wmm.
ing Osficer of tho Andnry.

HMAS Sydney

(Her Majesty Australian Ship)
The Royal Australian Navy

Captain Joseph Burnett

(26 December 1899 - 19 November 1941)

This photograph of HMAS. Sydney was taken whon the
cruiser returnved 1o Sydney eatly this year.
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B2 “~eXs45pm Sydaey fired / & g\ S Carnsinion
7 Srn\ four torpedoes - missed / 19t Now 1941,
] L o é AUSTRALIA | .
Koe ! Sydney 1ast seen at / "
approximately this position / g jeFremantle .. T
/ o
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Sydney-Kormoran Action

HSK Kormoran

(German Auxiliary Cruiser -
Kriegsmarine merchant raider)

Captain Theodor Detmers

Source: Australian War Memorial by G. Hermonm Gill



The Aftermath B T

DAMING IWIVE T IVIVIR  TIVIFG 21 IR T M VAR 2 SR R NEWS

‘A majof work 0{ Australian maritime hlstm‘/' Home | War in Ukraine = Coronavirus ' Climate | Video World UK | Business Tech ' Science ' Stories

HMAS Sydney: DNA reveals identity
of Australia's famous 'unknown
sailor'

@ 19 November 2021

1TO0M FRAME

HMAS

CYMNEY
SYDNFY

HMAS Sydney Wreck

(C) 2010 by Thomas Schmid, 3DHistory.de

‘ 2 '
L R % '
. > « N
AL Y LY

645 Australian sailors went
missing on 1941, wreckage has
been found on 2008, only one

body has been identified in 2007

AUSTRALIAN WAR MEMORIAL P03281.405



What went wrong?

These were NOT implemented:

ZERO TRUST

IAAAA

(Identity Authentication, Authorization,
Auditing, and Accounting)

p

There shouldn't be such ships at
this area

\_

p
'Straat Malakka' specifically had

nothing to do there
\_
4

They didn't expose their flag from
the first place (reason to suspect)

\_
4
They didn't respond to the secret
code (MFA...)
\_
p

A merchant ship doesn't and

shouldn't ignore a war ship
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Latest Example — UBER Breach

Social engineering and
multiple MFA attack
vectors

Harvesting credentials for
a PAM solution that
allowed the attacker to
gain high-level access,
escalate privileges and
exfiltrate.

@
; |
[(F
ADVERSARY

User credentials
bought on dark web

EXFILTRATION

Exfiltrate secrets and
data from network

- Bk'*****gl

L4l

CREDENTIAL ACCESS
MFA spam for VPN
authentication

UBER INTERNAL NETWORK

(TR
N —(®)
a

DISCOVERY DISCOVERY

Intranet Scanned PowerShell Scripts on

Network Drive

|

’ O..&
MP‘I QPR *****:l(\/) G T

1] &: khkkkkk

ACCESS TO PRIVILEGE ESCALATION PRIVILEGE ESCALATION
SECRETS FROM Credentials used to authenticate PAM script contained admin
PAM SERVICE PAM service credentials to PAM service

DOMAIN MFA PROVIDER
ADMIN (AD)  ADMIN (MFA)

| I !
OO,

IDENTITY ~ CLOUD ADMIN BIZ APP ADMIN
PROVIDER (CLOUD) (WORKFORCE)

ADMIN (IDP)
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Adaptive Multi-factor Authentication

Strengthen security through high authentication assurance, drive superior MFA user experience

Authentication Profile

Profile Name *

Marketing User Portal Login

Multiple Authentication Mechanisms

Challenge 1

Something you have
Mobile Authenticator
Phone call
DATH OTP Client
Text message (SMS) confirmation code
Duo
Email confirmation code
QR Code
FIDOZ2 Authenticator(s) (single-factor)

Something you are

FDO2 Authenticator(s) (multi-factor)

Something you know
¥ Password

Security Question(s)

Other
3rd Party RADIUS Authentication

Minimum AAL: @@ AALZ Maximum AAL @@ B AALS

Challenge 2 (optional)

Something you have

¥ Mobile Authenticatar
Phaone call
OATH OTF Client

Text message (SMS) confirmation code

M

Operating System

Time of Day Geo Location

Day of Week

Account

Geo Velocity

Add an Extra Layer of Protection
before granting access to corporate applications

MULTI-CONTEXT RISK-AWARE

Leverage machine learning for behavior-
based MFA

4 N\ [ N
=\ | |
L®J @ r@ﬁ
200o e e  LH 1LY
MFA EVERYWHERE STANDARDS BASED BROAD
Protect a broad range of AUTHENTICATION
use cases and resources Broadest choice of authentication factors,
including Passwordless factors. Support
L ) L for FIDO, OATH, RADIUS J
4 N\ )
111r
s 8 I2
= RINE I]|]|] @
JIIL

COMPLIANCE REPORTING AND
VISIBILITY -

Visibility into MFA adoption across the
entire Organization based on best
practices such as NIST

: )
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€& |dentity Administration X +
&« > C 8 aan4889.my.idaptive.app/admin#/PolicyList/PolicyDetails/VHIIZVRhYjoIMkZBdXRoZW50aWNhdGlvbiUyMFBvbGljaWVzITIGY2RzZYWRtaW4tdmlldy 10YWItYXV0aGVudGljYXRpb24tcGIydGFsYXV0aGVudGljYXRpb246SXNUcnVuY2F0ZWQ%3D

CyberArk Bookmarks @ Smartfile @ Bookmarks Bookmarks bar Demo

Authentication Rule

Conditions (must evaluate to true to use profile)

Add Filter

Filter Condition

No conditions specified.

Authentication Profile (if all conditions met)




Centralized Access Management

Fase App Onboarding and drive productivity with anytime, anywhere access

i Applications

Enable one-click secure access to your cloud, mobile,
and legacy apps from any device

[T
SINGLE SIGN-ON

A single identity to login to all cloud and
on-prem apps leveraging SSO standards

®

SESSION PROTECTION

Business sessions recording, continuous
user authentication, session protection

_~_@

CENTRALIZED PASSWORD MGMT

Single console to federate with IDPs, define
security policies and generate security and
compliance reports

CIAM - Customer Identity Mgt

Widgets, APls and SDKs for every aspect of
integrating identity and access
management into your apps

cyberark.com




Single Sign-On demo

€ User Portal x
€ 2> C @ plmy.idaptive.app/myZcustomerld=AAC4574
15:22
= AllWebApps v
@ CY BERARK Frequently Used
Sign In
Scan QR Code with the CyberArk Identity app.
Ok o) Ansible Tower
4\‘& M3
e s
7
OR
PVWA-DC1
/O\ Your username (user@domain)
Business
RN Next
@,

aws

Amazon Web... Ansible Tower _—

© 2022 CyberArk Software Ltd. Terms of Use Privacy. Policy

) ) i . - = 2 - BN 15:22
ﬂ L Wpisz tu wyszukiwane stowa =} » I (] ‘]! & "5 (o) oW 8 = 7z ) poL 30.05.2022 &
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Account Type Overview

SYSTEM
ACCOUNTS

Accounts with built-in
passwords that must be
vaulted and used in
break-glass scenarios

& INTERACTIVE

R

OPERATIONAL
ACCOUNTS

Accounts created with
the purpose to provide
operational,
administrative access

& INTERACTIVE

o=

A W

APPLICATION
ACCOUNTS

Accounts created

use within / by
automated processes
and applications

ﬂfﬁ NON-INTERACTIVE

for the

cyberark.com




Comprehensive PAM platform

ADMINS ————

of

Developer

EL

Qe

A

_ Admin )
)

Vendor

Secured, Remote Access

Privileged Access Manager

e,

» Vaulted Credentials
‘ » Credential Management
* Monitored Sessions

Dynamic Privileged Access

= Justin Time Vault-less Access
= Brokered & Monitored Sessions
» Ephemeral Access

@D O

.

Standing Access

Justin Time
Access

/

1

EPM

Least Privilege Enforcement



Dynamic access example

€ CyberArk Identity Login x |+ v = a X

&« > C 8 aam4614.my.idaptive.app/login?redirectUrl=https%3A%2F%2Fdemo.cyberark.cloud 2 % 0@ :

CYBRWORLD

Sign In

Scan QR Code with the CyberArk Identity app.

FpgHC

S

5
o

A Your username (user@domain)

Don't know username?

[ CYBERARK

Powered by

cyberark.com

/\

&

V
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CyberArk Identity Compliance

Key Features
e N\
@ =
]
8 ------- DISCOVER ACCESS CERTIFY ACCESS
| . Find all access and entitlements Continuously review and approve
ohn Smith . ) .
associated with users. access based on risk.
\ J U
4 N\ a
dentity Application/Role/Pol APPLICATION, ROLE, POLICY CONTINUOUS COMPLIANCE
entity Application/Role/Policy
Confj ion COMPLIANCE Workflows, analytics, reports and
‘ 6|6|' Automate onboarding and manage roles dashboards.
lo1f and policies.
\ J \\

cyberark.com




@ Chrome File Edit View History Bookmarks Profiles Tab Window Help B ® 2 o Q€ 4 @ a T QK O WedSep7 10:119AM
"~

D0 & User Portal X + v

&« - C @ abt5166.id.integration-cyberark.cloud/my?customerld=ABT5166#/CertifierCampaigns/CertifierCampaignCycleDetails?params=Q2VydGImaWVyQ2FtcGFpZ2460GUYMTZIMTQINTdJOSOONZBMLWJmMMzktNZE3MzM2Y... o () &+ &€ €C ® ®% O w

CYBERARK

Applications

8

Secured Items
@ Devices

A~ Activity

@ Account

&

Identity Certification

@ Online help

Powered by [/ cYBERARK

5 Apps CyberArk Bookmarks @ Login | Mailchimp  [NJ NerdWallet: Make...

@) You have not yet setup your Security Questions. Click here to setup now.

€ Back to Identity Certification

West_Division#1 ()

Email: john@cybr.com Risk Level: Unknown Last Login: 09/06/2022 5:22:30 PM Status: Active

Name * Progress Applications Safes
1 Safes, 17 Safe Permissions
John = 3/23
Safe: Linux_Target
Mike 0/27
Description: Safe owner: Mike This safe includes: 2 accounts
Permissions Access type

w Access (These permissions enable members to access accounts in the Safe)

Retrieve accounts © %
List accounts @ ['%
¥ Account management (These per?lisslons enable members to perform account management tasks)
Add Accounts @ ['%
Update account content O %
Update account properties © %
Initiate CPM Account Management Operations 0] [';:I
Specify next account content © ['%

N

NN NN

Certify | Revoke
Certify | Revoke
Certify [ Revoked
Certify | Revoke
Certify | Revoke
Certify | Revoke
Certify I Revoke

JINS S\ | &

® Paul -

23




CyberArk |Identity Flows

Take Action ‘ ,l

Decision

Approve Create Identity / Credential
L ]
—
Deny Send Summary to app of choicer
— e O
Review Send summuary with one button
(Mam.a al ) decision/action for reviewer

o a0

Q&
Q0

1.9 ag &
i e
" °

&
&

o

Key Features

N

M
ACCESS CONTROL

Provision granular access to
applications and provide advanced
authorizations to access app data

( R

g

CONFIGURABLE WORKFLOWS

Easily create complex workflows to get
any data into any app or take actions
based on specific triggers

N

GATHER AND TRANSFORM ANY DATA

Use structured or unstructured data in
ANY app(s) with 3000+ connectors and
built-in logic

e}

NO-CODE INTEGRATION

Integrate and automate any
combination of apps with any identity

cyberark.com
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Workforce & Endpoint Privileged Secrets Cloud Identity
Customer Privilege Access Management Privilege Management
Access Security Management Security
/\ /\ /\ /\ /\ /\
« Secure Web « Endpoint Privilege « Privilege Cloud & « Secrets Hub + Secure Cloud + Identity Lifecycle
Sessions Manager: PAM Self-Hosted + Conjur Cloud, Access Manqgement
+ SSO & Adaptive Workstations & « Vendor PAM Enterprise & 0SS « Cloud * Identity Flows
MFA (Workforce Servers » Dynamic « Credential Entitlements : Identlty
and Customer) + Secure Desktop Privileged Access Providers Manager Compliance
+ Workforce
Password
Management
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Where to start?
Build your plan with Blueprint >

!:,

Identity Security Measurably Lessons Learned Full Scope of
Program Framework Reduce Risk in Battle |dentities

g

N
)

is

S~




* Privileged AD Users

e CI/CD Consoles

* Cloud Admins (ALL)

» Lifecycle Mgt — Pilot

¢ Windows Workstation Local Admins

* *NIX root accounts & SSH Keys
* Privileged Remote Access — Admins
* Privileged Remote Access — 3r Party Vendors

e IT Admin, Developer workstations

» Dynamic apps - CI/CD & K8s — (TOP)

+ Static Apps (J2EE) an admin scripts (TOP)
* MFA & SSO for critical saas apps

* Business session monitoring
» Password storage for business users

©

R
V)

Stage 4

* Named DBA

* Network & Infra Admins (ALL)
» Client-Server apps (TOP)

* ITSM Integration

» All Workstations

» Static Apps (ALL)

+ Administrative Scripts (ALL)

¢——=0

~

Legend
Strategy Refresh Point
Remote Access & PAM
Least privilege
Secrets Management

Workforce Identity

* To be finished
** To be verified with business units

a1

/

FY 2022

\ J
|

Stage 1 (Sprint)

Windows Server Local Admins
Hypervisor Admins

Domain Admins

Cloud Admins (TOP)

MFA, SSO for Privileged users

HSM, SIEM Integration

laaS Cloud admins

3rd Party Security Tools (ie. Vulnerability
Scanners, discovery tools) & RPA

MFA, SSO for Business users - Pilot
Password storage for business users - Pilot

( J

\

|

» Database Built-In Admins

* Out of Band Access

» Critical Windows Services
*  Windows servers

* Business user workstations

» Dynamic apps - CI/CD Pipelines (ALL)
* MFA, SSO & Lifecycle Mgt for (ALL)

FY 2024

J

» Client-Server apps (ALL)
*  Windows Services
e *NIX Servers

cyberark.com @



cyberark.is/identity-security
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