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Traditional Enterprise Security infrastructure in the Cloud native way
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Network infrastructure example in AWS

GlobalProtect client pool 10.100.0.0/24 GlobalProtect client pool 10.110.0.0/24

GlobalProtect client pool 10.120.0.0/24

FW VPC 10.10.0.0/16 FW VPC 10.20.0.0/16

FW VPC 10.30.0.0/16

SPOKES VPC 10.50.0.0/16

DEMO EC2 10.50.0.193



Building infrastructure in the cloud

• Demo video presenting AWS account setup in each target regions

• Demo video presenting Terraform code to build network in AWS, applying the Terraform code and checking AWS console that 
network resources are deployed
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Deploying firewalls

• Demo video checking PaloAlto Panorama configuration, preparing Panorama templates to provision new Firewalls

• Demo video presenting Terraform code to build Firewalls in AWS, applying the Terraform code



Deployed working solution

GlobalProtect client pool 10.100.0.0/24

FW VPC 10.10.0.0/16
FW VPC 10.20.0.0/16

FW VPC 10.30.0.0/16

SPOKES VPC 10.50.0.0/16

DEMO EC2 10.50.0.193

GlobalProtect client pool 10.110.0.0/24

GlobalProtect client pool 10.120.0.0/24

GlobalProtect GW sd22-sydney.yourdomain.com

Public IP of Firewall public interface

GlobalProtect GW sd22-n-virginia.yourdomain.com

Public IP of Firewall public interface

GlobalProtect GW sd22-stockholm.yourdomain.com

Public IP of Firewall public interface

Firewall

Firewall

Panorama



Deployed working solution

• Demo video checking PaloAlto Panorama for new Firewalls provisioning

• Demo video checking GlobalProtect VPN work in action. Checking each GlobalProtect VPN Gateway that users are able to browse 
internet and access internal resources



Thank you!


