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Licensing of 
Qradar Event 

Analytics 
(SIEM)

• Two approaches

• MVS (Managed Virtual Servers)

or

• EPS (Events per Second)



Guess…
What customers say when I ask them how many servers they have?



QRadar XDR
New licencing approach



IBM Randori
What is External Attack Surface Management and why 

you need it



And I am only asking 
about usefull servers!

No shadow IT

No zombie servers



How many 
servers you do 

not know 
about?



Is shadow 
and zombie 
dangerous?



What Randori 
does?

First:

It finds all external 
targets – as seen by 
attacker



Wait! 
My external vulnerability 
scanner does this!

• No. 

• You need to enter targets to 
vulnerability management system, 
so it can scan them

• First Randori finds targets

• Then you enter them to VM

• You need both!



But what if I give 
whole subnet to VM?

• Same IP serves multiple services –
based on a name

• Are you sure this is the only 
subnet?

• How about M&A?

• How about cloud?



How “find” works in Randori

• Just enter an e-mail of somebody in company

• Randori uses:

• Business intelligence databases

• DNZ zones

• IP topology

• Whois

• Certificates

• etc



What Randori 
does?

Second:

Prioritizes targets by how tempting 
they are



What would 
look into as 

attacker?

(Applicability) Windows or Banyan Vines?

(Criticality) Production server or test server?

(Enumerability) Apache 2.2.24 or Apache 2.x.x?

(Exploitability) Log4J or no Log4J?

(Research potential) QNI 1940 or CentOS?

(Post Exploit Potential) Branch VPN or coffee 
maker?



What Randori 
does?

Third:

Act!



What can I do with results?

• Report it

• Enrich it

• Tune it

• Send to TT/SIEM/VM



Practical example



Interested?
Set up a meeting where we present what Randori found in your network



Summary before demo – what will Randori find?

Vulnerable targets – if you have them

Unknown targets – at initial scan, for sure

New targets – on regular basis

BAD IT HYGIENE – MOST IMPORTANT



Cybercriminals see 
themselves as tigers

And they see us 

as prey



In fact they are tigers

Because as every tiger

they are lazy and opportunistic

They will kill the weakest animal



Demo!





Do not be the 
weakest animal


