ing approach




Licensing of
Qradar Event
Analytics
(SIEM)
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Guess...

What customers say when | ask them how many servers they have?




ing approach







And | am only asking
about usefull servers!

No shadow IT

No zombie servers

01-1000 1001-10000 | do not know



How many
servers you do
not know
about?

30%

of assets are unknown
or unmanaged to an
organization due to
rapid transformation.




s shadow
and zombie
dangerous?







Wait!
My external vulnerability
scanner does this!




But what if | give
whole subnet to VM? i Y
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« Just enter an e-mail of somebody in company

« Randori uses:
» Business intelligence databases
DNZ zones
IP topology
Whois
Certificates
etc
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What would
look into as
attacker?




What Randori




What can | do with results?
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Report it
Enrich it
Tune it

Send to TT/SIEM/VM
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meljer

“In the case of Log4j, Randori’s
real-time visibility was the
difference between being ahead of
attackers or having to react to
attacks. That first weekend we saw
4,000 log4j related attacks against
our environment...that we were
already ahead of and had mitigated.
Continuous monitoring and real time
alerting was the key here.”

— Philip Keibler, CISO

Log4J Exploitation in the Wild

2021-12-09: 9:46pm ET
Randori first confirms
exploitability. Randori ASM
customers begin receiving
alerts of exposures.

|

Practical example




e

Interested?

Set up a meeting where we present what Randori found in your network




Summary before demo - what will Randori find?




Cybercriminals see
themselves as tigers
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In fact they are tigers

_ a 1 W & &7

Because as every tiger
they are lazy and opportunistic

They will kill the weakest animal
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Do not be the
weakest animal




